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Dear Valued Reader,

First and foremost, thank you. By choosing “The Baofeng Radio
Bible,” you haven't just purchased a book; you’ve unlocked a
treasure trove of knowledge that will serve you in countless
scenarios. Your trust in this guide is not just appreciated—it’s
honored.

As a token of gratitude, I’'m thrilled to offer you three exclusive
bonuses:

o« EXCLUSIVE EMERGENCY COMMUNICATION PLANS

« COMPREHENSIVE DIGITAL GUIDEBOOK ON ADVANCED
BAOFENG PROGRAMMING

« BAOFENG MASTERY: ADVANCED PROGRAMMING AND
OPTIMIZATION

To access these bonuses, simply scan the QR code below:



or tap on the button below:

GET MY BONUSES

Your journey to master the Baofeng Radio is important to us, and
your insights are invaluable. If this book has empowered you to
communicate with greater confidence and efficiency, please consider
sharing your experience. Your feedback supports the community and
guides others on their path to mastery. When you’re ready, leave a
review and let your voice be heard.



https://epibooks2023.aweb.page/baofeng-bonus-01

Thank you once again for your trust and commitment to excellence.
We’re excited to be a part of your Baofeng journey.



Introduction

n a culture where communication plays such a crucial part, the quest for

techniques to keep trustworthy and efficient connections has been a
primary issue for a long time. Because of several technological
advancements that have taken place over time, we now have access to
devices that make it possible for us to communicate with one another
regardless of physical distance and remain in constant contact. This has had
a significant influence on how we engage with one another. The Baofeng

Radio is an exceptionally unique piece of electronic gear.

Because it is a portable transceiver that is both powerful and versatile, radio
enthusiasts, those who work in emergency services, people who wish to
embark on outdoor adventures, and amateur radio operators all tend to
prefer Baofeng Radio. This device has swiftly established itself as the
product of choice for customers searching for trustworthy communication
in several circumstances. This 1s mostly due to its vast collection of
capabilities, its affordable price point, and the straightforward nature of its
user interface. This book is an effort to provide a comprehensive overview
of the world of Baofeng Radio by delving into its history and various
functions and applications. This manual will serve as your trustworthy
companion regardless of whether you are a novice hoping to understand the
basics or an experienced user ready to make the most of the possibilities

offered by your Baofeng Radio.

In this guide, you will look at a broad variety of accessories and

enhancements now available on the market so that you may get the most out



of your experience with a Baofeng Radio. We will take you through
selecting the appropriate accessories to complement your Baofeng Radio
and meet your specific demands for communication to ensure that you get
the most out of it. These accessories might include hands-free headsets,
external antennae, and high-capacity batteries. You are about to go on a
journey that will start you in the world of Baofeng Radio, and as you
progress through this guide, you will get a comprehensive understanding of
the capabilities, features, and applications offered by this device. This book
will offer you the information, abilities, and self-assurance you need to
maximize the potential of Baofeng Radio, regardless of whether you are an
experienced amateur radio operator or a newcomer searching for

trustworthy communication in various settings.



Chapter 1
Introduction to Baofeng Radio

aofeng UV-5R is a powerful radio for its pricing. They are the

cheapest UHF/VHF radio I have seen and they are very affordable.
Buying these radios requires some consideration. It is perfect for amateur
radio operators who desire an affordable mobile device. If you are not a pro
and want to communicate with your kids while they are playing outdoors,
please get a licensed PMR446 radio. See “Non-Amateur Use” for details.
This radio is useful for listening if you are considering getting your
“Ticket.”



1.1 About the Radio and Review

Some Baofeng UV-5R variations include a suffix on the model number.

Some do not. Some are unclear. Radios often operate between:

e VHF: 136MHz to 174MHz (Receive & Transmit)
e 65MHz to 108MHz (Receive Only)
e UHF: 400MHz to 480MHz (Receive & Transmit)

Frequency stability of 2.5ppm. Your radio can hold 128 frequencies in its
channel memory. For easy identification, you may label channels with a

maximum of 7 characters.
The radios weigh 130 grams and are 58mm x 32mm x 110mm.

IW (Low) - 4W (High) output is promised for the UV-5R radio. There are
exceptions. I’ve seen 8W models with the same model number, appropriate
for Foundation License. Underselling several of them has garnered
excellent feedback. I tried one with 9.9W UHF output.

An SMA (Female) adapter or antenna is needed for the radio’s SMA (Male)
antenna connector on top. “Rubber Duck” antennas perform well on radios.

Better antennas may be worth considering.

Online retailers sell replacement batteries. So, if the battery doesn’t retain
as much charge or you want extra backups, they should be easy to get and
affordable.

A single cool white LED on the highest point of the UV-5R seems to be a
torch. In pitch, the LED is strong for its size. Solid on and flashing are its



other modes. If you need to capture someone»s attention and demonstrate

where you are, this may help.

It receives FM radio by pushing the “call” button fast. It enters FM radio
mode, which only receives. It is excellent at switching from 65MHz-
76MHz & 76MHz-108MHz when you hit the “band” button.

The UV-5R’s scan capability lets you scan preset channels or

VFOs (Variable Frequency Oscillators) frequencies. There are odd things.

The range depends on where you’re, how crowded the region is, how high
you are, etc. East Anglia is the flat where I reside. From my QTH, 10

meters (33 feet) above sea level. From here, I’ve done the following:

e Open the repeater GB30V (~3.1 Mile / 5KM distant) and almost get in
on high strength. Repeater-friendly Baofeng.

» [ also talked to a simplex at RAF Wynton (Wyton-on-the-Hill). 30
meters above sea level.

» [’ve spoken to Huntingdon residents over Simplex on limited power
both ways. About 1.5 miles (2.4 kilometers) distant.

[ talked to a man in St. Ives, 4.35 miles away. He was on a hill waving
a kite using a low-power radio. I used high power.

e [ heard someone broadcasting on 25W from the QTH in St. Neots,
7.23 miles distant (~11.63 kilometers). [ wasn’t an amateur then, so I

didn’t answer.

It has a decent reception and transmits for the price. For extended, continual
overs, the radio heats up quickly. I’ve yet to test how hot this can get.

However, be wary.



The interface is easy to use and lets you select frequency steps, squelch

levels, VOX settings, transmission power, bandwidth, CTCSS, time out,
DCS, turn on/off Roger bleeps, and more. Although it’s harder, you can

program the radio from the phone. There are plenty of features for an

inexpensive radio.

Without the clip, the radio is strong. I’ve had clips break on me for no
reason, and the radio has fallen numerous times from about 1.5 meters up
into solid concrete, asphalt, and the kind of pavement that leaves severe
scratches if you fall on it. Each time, the radio has survived. In my

experience, it can withstand a lot of falls.

This is personal, but the Baofeng I bought from eBay arrived with a charger
for USB devices, but the one from Wish arrived with a mounted-on-the-
wall charger I wouldn’t trust. The built-in USB charger is great, even if it

seems cheap and light. Just... It won’t charge the battery rapidly.

The Baofeng UV-5R has several flaws, as shown below, but it’s a solid
radio overall. Though you receive more than what you spend, I think you
should be conscious of their restrictions. Sadly, it’s seen as “junk” and

“disposable.”



1.2 Programming the Radio

A UV-5R with a programming cord is a good choice. If you purchase it
online, the radio may be unprogrammed, programmed with PMR446
frequencies, or programmed with various random frequencies. Unless
otherwise stated, you’ll want to reprogram the radio, depending on where
the programming connection comes in. Reprogramming is straightforward
using CHIRP, which works on Mac (OS X), Windows, & Linux.

It is easy to program, too. You enter the frequency, what you want the
channel to be called (maximum of 7 characters), what tone mode (Cross,
TSQL, CTCSS/Tone, DTCS, or no tones), what tone it uses, whether it is
“Duplex” (for repeaters), what offset that repeater has, whether you want it
to be Narrow FM or normal FM, and what power level you want to use.
You may also “skip” it to avoid scanning that channel. I’d say programming

your UV-5R is fast, simple, and necessary.

However, a word of advice: don’t have the radio established to a probable
frequency to cause interference; return the Baofeng to low power & remove
your antenna first. In my experience, a UV-5R transmits once
writing/reading to the radio or while it’s connected to the computer,
including due to the grounding issue leading it to key up. When you
download the picture from the radio, back up your original image in case

the radio doesn’t accept it or there’s a communication issue.



1.3 Non-Amateur Use

It’s important to note that Baofeng radios, including the UV-5R, are
primarily designed and marketed as amateur radios. However, they can be
used for non-amateur purposes in the US if certain conditions are met and
appropriate licenses are obtained. Here are a few non-amateur use cases of
Baofeng radios in the USA:

e Personal communications: Baofeng radios can be used for personal
communication in outdoor activities, camping trips, hiking, or other
recreational purposes. These radios operate in the Family Radio
Service (FRS) and General Mobile Radio Service (GMRS)
frequencies, which do not require a license for use.

e Business and professional use: Baofeng radios can also be used for
business and professional purposes, such as security, hospitality,
construction, event management, or other commercial applications. In
this case, you would need to obtain a license from the FCC for the
specific frequency or service you intend to use, such as a Business
Band (Part 90) license.

e Emergency communication: Baofeng radios can serve as emergency
communication devices during natural disasters, emergencies, or
community events. For such use, you may need to coordinate with
local authorities and follow any specific regulations or guidelines

provided by emergency management agencies.

Understanding and complying with the FCC regulations and licensing
requirements is crucial when using Baofeng radios for non-amateur

purposes. The FCC regulates the use of radio frequencies in the United



States to ensure efficient and interference-free communication. Violating
these principles can result in fines or other penalties. For specific
information regarding licensing and authorized frequencies for non-amateur
use, 1t’s recommended to visit the FCC’s official website or consult a local
FCC field office for guidance. They can provide the most up-to-date and

accurate information based on your requirements and location.



1.4 Downsides and Things to Consider

Variability, from knockoffs and copycats, is the UV-5R’s major issue.
Baofeng UV-5Rs appear to vary. These two Baofeng UV-5Rs’ frequency
ranges and advertised frequencies are shown below. For obvious reasons,
their transmissibility is not evaluated. Because vendors are deceiving
customers into believing these radios are walkie-talkies, they may use them

without a license. Watch out for this.

Radios and Bands VHF 1.25M UHF

Baofeng UV-5R from

Wish 136 MHz — 174MHz Not Accessible 400MHz - 480MHz
(As Advertised)

Baofeng UV-5R from _

Wish 127MHZ Mz Not Accessible SSBMHZ MLz b0
(Actuality) 77.9975 525.9975

Baofeng UV-5R (III) from ] 3

eBav 136MHz — 174MHz 2281\1\21}—1{; 400MHz — 520MHz
(As Advertised)

Baofeng UV-5R (III) from 136 MHz to 200MHz to 400MHz to
eBay (Actuality) 173.9975MHz 2590.9975MHz 519.9975MHz

The eBay Baofeng UV5R-(III) Triband was much cheaper. The Wish-bought
one 1s well out of spec. If these things fluctuate and their marketing is wrong
about the frequency ranges, are they lying about power output? These radios
stated SW power; however, the manual and official Baofeng website indicate

4W. You could think it would be oversold, but it’s just as diverse.

The two Baofengs seem to output the following:



Radios and Bands VHF UHF
Baofeng UV-5R from Wish

(Low Power) 03W 2.5
Baofeng UV-5R from Wish

(High Power) bl AW
Baofeng UV-5R (III) from eBav

(Low Power) i Sl
Baofeng UV-5R (III) from eBay W 6W

(Low Power)

Caveat (1): This data is from one Reace Transceiver Testers PWR test.

Caveat (2): This wasn’t evaluated since eBay radios don’t broadcast at 1.25

meters.

You’ll call it “Baofeng Lottery” now. One may be on spec, below spec, or

over spec. That feels like a lottery.

In Lewis’s (Ringway Manchester M3HHY) effort to tap into an Isle of Man
repeater from Blackpool Tower by broadcasting from the top of the tower,
“height is might,” this radio’s limits are shown. This might have been a great
transmitting location; however, transmitting alongside similar radio
transmitters like Blackpool Tower will overwhelm the leading end of radio
and de-sensitize it, making it impossible to hear anybody coming back to

you.

If you have noticed some battery counterfeiting, some of the best batteries
(Extended Batteries) like the ones which claim to be 3800 mAh, are normal
batteries with lead weights at the bottom to make them seem heavier and use
the same cell/cell configuration as the original battery, whose capacity is
~1,800 mAh. You may think the extended battery is a fake, but taking it

apart seems dangerous.



Fake UV-5Rs? For obvious reasons.

The screen’s two frequencies or channels don’t mean the radio possesses two
recetvers. If you use TDR, the radio is fast flipping between the two. You’ll
want better instruction than the one given. The volume knob readily turns

from lower to louder if it scrapes against clothes.

The PTT button is easy to push, creating accidental broadcasts. The button
you push is plastic, which might become unpleasant with time. At this price,
it shouldn’t be waterproof or dustproof. Also, the footage is poor. When
you are moving, you may snap beneath the radio’s weight. If you drop your
radio on concrete, you shouldn’t trust the clip; however, the radio is
inexpensive to repair. The external microphone/speaker and
microphone/earphone hands-free kit aren’t superior to the radio. In an

expert’s experience, it’s not and should be binned or reused.

Finally, you’ll get a bunch of garbage. SDR-like transceivers in these radios

will pick up stuff they shouldn’t on clear frequencies.

This 1s a good analog radio for beginners on a budget. It appears durable.
There seems to be a “Baofeng Lottery” where one radio 1s worse or better
than another, and none of the radios is within specification, which is not
always negative. Choose your site and vendor carefully. Yes, it works. It
operates reliably as a radio. “Is it as good as...?”” Probably not. You receive

what you paid for, so lower your expectations.

Your concern is you don’t believe you can obtain better for cheaper pricing.
There is little chance that you will find the same. This inexpensive radio
operates well and attracts attention. The disadvantages are minor, especially

considering the price.



1.5 General List of the Various Baofeng
Models

The Baofeng brand of portable two-way radios (walkie-talkies or ham
radios) is well-recognized and respected. I will give you an overview of
some of the most well-known Baofeng models up to my knowledge cutofft
in September 2021, but I will not be able to present an entire list of all
Baofeng models owing to the constraints of my training data. Keep in mind
that Baofeng may have introduced updated versions in the meanwhile.

Notable Baofeng models include:

e Baofeng UV-5R: Among Baofeng’s offerings, this is a top seller. It
can transmit on both the VHF and UHF bands, has a maximum power
output of 5 watts, and comes with a host of useful extras like FM radio
reception and an integrated flashlight, among other things.

e Baofeng BF-F8HP: This unit is an improved variant of the older UV-
5R. It has a greater power output of 8 watts and works in the VHF and
UHF bands. The BF-F8HP has better battery life, a more powerful
antenna, and increased efficiency.

e Baofeng UV-82HP: The UV-82HP is an improved version of the UV-
5R, much like the BF-F8HP. It has a 7-watt power output and works in
the VHF and UHF frequency ranges. The UV-82HP has a reputation
for sturdiness and reliability.

e Baofeng GT-3TP: This variant works in the VHF and UHF frequency
ranges and has a greater power output of 8 watts. The antenna has been
upgraded and has two Push-to-Talk (PTT) buttons for easier use.

e Baofeng BF-888S: Baofeng’s offering is small and reasonably priced.
Its 3 watts of power output is limited to the UHF frequency range. The



BF-888S is widely used for close-range communication in several

fields, including law enforcement, hospitality, and outdoor recreation.

Remember that Baofeng may have introduced updated versions of the listed
models. If you’re looking for the most recent details on Baofeng’s product
lineup, your best bet is to check out the official Baofeng website or contact

official Baofeng dealers.



1.6 Why UV-5R Is the Best Model to Use in
the USA

Among American ham radio enthusiasts, the Baofeng UV-5R is a top pick

for various reasons:

e Affordable price: Compared to other portable radios, the UV-5R is
notable for its low price. As a result, it may be used by a broad variety
of people, from those interested in disaster preparation to those seeking
to explore the great outdoors.

e Dual-band operation: The UV-5R can send and receive signals on the
VHF and UHF frequency ranges. This adaptability is especially helpful
in the United States, where several radio services employ unique
frequency bands.

e Wide frequency range: The UV-5R operates across various
frequencies, generally from VHF 136 to 174 MHz to UHF 400 to 520
MHz. This robust coverage makes access to a broad range of public
safety, amateur radio, and general communication frequencies
possible.

¢ Programmable channels: For quick access to regularly used
frequencies or to move between various communication networks, the
UV-5R enables users to set and save several channels. Amateur radio
operators and first responders will find this function very helpful.

e Aftermarket support: Since there is a sizable UV-5R user base, a
wealth of supplemental hardware, software, and documentation is
readily accessible. Accessories such as longer batteries, upgraded
antennas, and third-party programming and customization tools are

also offered.



Baofeng radios, including the UV-5R, may only be used on frequencies in
the United States with the proper FCC license. The Federal
Communications Commission (FCC) has established laws and regulations

that users should know.

Despite the UV-5R’s rising profile in the USA, prospective buyers should
consider their unique communication demands before making a final
decision. If you need more power, longer life, or a different set of features,

alternative models or brands may suit you.



Chapter 2

Understanding Features and
Functions

his chapter delves into the specifics of Baofeng radios, involving
channel selection and customization. Manual programming, CHIRP,

& CHIRP-free manual programming are all covered in depth.



2.1 Baofeng UV-5R Radio — 8 Things It Can
Do for You

Which survivalist ham radio is best? Baofeng UV-5R. I know ham radio
purists laugh, but the prepping group is quite different. There is overlap, but
the communities are different. One group wants to survive disasters, while
the other comprises elderly electrical engineers who want to discuss their
daily coffee intake. They differ.

But ignore the doubters. Your communications toolkit should include the
UV-5R. It’s not as good as ICOM or Yaesu’s radios, but it can accomplish

much. Programming it is frustrating.

What should you know before buying a UV-5R to set reasonable

expectations? Look closer...



2.2 What Can You Do with a Baofeng UV-5R
Radio?

In 2018, the Federal Communications Commission became furious at
people using the radio airwaves and banned Baofengs, which could manage
non-ham frequencies. I believe they also targeted Baofengs. Yaesu
handhelds aren’t restricted. At $25 apiece, Baofengs are affordable to the
average person. Is that bad? Baofeng started shipping UV-5R units
throughout the US that were limited to 2m & 70cm, severely limiting its
efficacy.

1) You Can Seemingly Snoop on Ukraine/Russian
Military Transmissions

There are several photos of both parties of the Ukraine war holding
Baofeng radios. Unencrypted analog communications carried their military
data.

You’d have to be based in Ukraine, near the combat, and possess a pre-ban
‘feng. You could add the supplementary 15.6” antennae to your Baofeng to
boost its range. That’s absurd for conventional troops now. This shows how
flexible this tool is. (Russian ground troops utilize 30-108 MHz.)

2) Analog Ham Signals May Be Triangulated to Pinpoint
Their Origin

You can accomplish this with any ham radio, a directional antenna, a

compass, a map, and a little time. It’s great you can accomplish it using a



$25 radio. Buying a portable Arrows Yagi antenna for your UV-5R is easier

than creating your directional antennae.

3) A Hundred Dollars Will Set You Up with a Farm and
Communications for Your Survival Retreat

Do you wish to be prepared to defend a large estate after the collapse? For
$100, you can purchase four UV-5R devices, giving you a solid
communications setup for monitoring your property, making emergency
calls, and the like. To achieve the same thing with an ICOM or Yaesu would
easily cost over a thousand dollars. Add a stealth antenna to your house or
hideout for an extended range without advertising your preparatory

activities.

4) Attempt Ham Radio Without Worrying About Draining
Your Bank Account

Are you a new ham radio license holder concerned that you may not love
the hobby? At just $25 for each unit, this is a cheap way to evaluate the
waters and see whether you like communicating with people over radio

waves before shelling out a thousand dollars for gear.

5) For About $25, You May Provide Every Automobile
with a Means of Emergency Communication

If you need emergency contact for the family but don’t have enough cash to
acquire a mobile radio setup for every one of your automobiles, this two-
way radio set will do the trick for just $25 per unit. There are no rules in a

true WROL setting. If a calamity occurs while your wife is at the grocery



store and your child is at basketball practice, you can still contact each other

and find out where they are, how they are doing, etc.
6) You Can Forward Out Your GPS Coordinates

Give someone your GPS coordinates if they need to know where you are.
APRS—Automatic Packet Reporting System—on amateur radio can
achieve that. Remember that anybody searching for this information may
discover and utilize it. If you broadcast your coordinates in a collapse
scenario where GPS continues functioning, someone may discover you

before your friends do.
7) You Can Utilize It Hands-Free

It’s feasible but not advised. Radio has VOX. Talking to your radio will
cause it to transmit. You might accidentally transmit a communication this
way. If you’re using VOX headsets and are coordinating with friends on
your farm post-collapse, this may be useful. You want to keep your hands

free while a hostile force passes.

Again, this functionality is possible but not recommended.
8) It’s Small Enough to Hide in Your Shirt Pocket

A UV-5R may be used to EDC radio without a bag. Disassembling the parts
is necessary. Remove the antenna and batteries. Put the antenna, battery,
and radio in separate pockets. You now possess a radio on someone’s body
that can be constructed in under 30 seconds and won’t leave a big signature
like much larger HT equipment. If you don’t remove the battery, the radio

will switch in the pocket, and you’ll accidentally transmit.



2.3 Background of BaoFeng UV-5R Radio

BaoFeng released the UV5R Double Band and Double Display radio
around 2013. Since its release, the UV5R has been a hit. The UV5R’s

second generation was marked by BFB297 Firmware (second Gen) in early
2013 & the N5R firmware modification in August 2014.

The UV-5R has numerous aesthetic versions. The only difference between
these variations and the UV-5R is their aesthetic appearance and the

possibility of removing the “Band Key” (no longer needed in Gen. 2).

The UV-5R v2+, UV-5RE, UV-5RA, and UV-5R+ (Plus) are among the
versions. Case-specific accessories like the first-generation UV-5R batteries

may no longer operate with some of these variants.

The BF-F8+ and other aesthetic versions of the UV-5R’s inverted display

series were introduced in late 2013.

Finally, in September 2014, the UV-5R’s replacement, the 3rd Generation
BF-F8HP, was released.

Features — Original 2012 Product Launch (1st Gen.)

Power level options (4W/1W). Programmable radio amateurs. The range of
frequencies used by commercial FM radio stations 1s 65-108 MHz. The
VHF frequency range is 136 to 174 MHz (receive and transmit). Ultrahigh-
frequency: 400-520 MHz (receive/transmit) channel labels, boot screen,
and more can be modified with the PC03 FTDI.

e Programmer cable capacity: 1500 mAh (indicated: 1800 mAh).



e Standard (wide) band: 25 kHz.
e Narrow band: 12.5 kHz selectable AUTO Locking keypad, two

screens, two radios, and two phones in one.

The BaoFeng UV 5R is a handheld transceiver with a maximum output
power of 4 watts, operating in the frequency ranges of 136 and 174 MHz
and 400 and 480 MHz (520 MHz on later models). It’s a cheap and small
HT with a wide VHF reception range (65—-108 MHz) that covers the
standard FM radio broadcast spectrum. Dual monitoring and simultaneous
receiving are supported. You may have as many as 128 memories. In
addition, there is a wide/narrow mode switch, power saving features, VOX,
DCS/CTCSS encoding, a key lock, and a built-in flashlight. The frequency
may be adjusted in 2.5, 5, 10, 6.25, 12.5, or 25-kilohertz increments. The
RF output may be adjusted between 4 and 1 watts. You may use the SMA-
Female antenna, the flexible antenna, the BL-5 Li-ion battery, the belt clip,
the wrist strap, the AC adapter (8.4V 600ma), and the drop-in charging tray
that come with this radio. The PC03 FTDI coding cable is necessary for use

with this radio.

Features — Updated Late 2013 Product Launch (2ND
Gen.) Radio Frequency IC

e Upgraded SQ for better anti-interference.

e RDA1846S removes the tail tone while sending and receiving signals
between 5S0Hz & 55Hz.

e When signal intensity fluctuates severely, it reduces receiver AGV

switching noise.



Frequency-Modulated Receiver Chip

A strong low-IF digital audio processor gives the RDAS5802N the best

sound quality in various reception circumstances.
Power Amplifier IC

» Low quiescent circuit currents

e [ow crossover distortions
N5R Firmware (August-2014)

e Hold ‘0’ display voltage

e Remove cloning capabilities



2.4 Versatile Radio for Amateur Use

Amateur radios may utilize the BaoFeng UV-5R. Narrowband (12.5kHz) &
Wideband (25kHz) transmission are possible with the UV-5R.

Dual Watch Receivers

Semi-duplex receivers like the BaoFeng UV-5R can “watch” two channels.
Monitor two frequencies (even on separate bands (UHF/VHF)) and the

radio will prioritize the first station to get a call.
FM Broadcast Stations

Listen to FM Broadcast radio while monitoring radio frequencies. While

paying attention to the radio, incoming calls are prioritized.
Group Tones supported

BaoFeng UV-5R supports most analog tones. It uses CTCSS, DCS, and
DTME. Set up group-tone calling. Most repeater applications need tone
calling, and the UV-5R meets the current standards. BaoFeng UV-5R sends
DTMF tones. This supports ANI or remote instructions that need DTMF

tones.
Alias Models — Cosmetically Different Only

e UV-5RS
« UV-5RE
e UV-5R+ (Plus)



e UV-5Rv2+
e UV-5RA

Programmable Buttons, Channels, and More!

Customize your BaoFeng UV-5R. 128 configurable memory channels. Free
PC program lets you add or delete channels from the scanning list.
Computers may name channels alphanumerically. The radio has two power
settings (5-watt maximum), letting you pick how far you can converse.
CHIRP may minimize VFOs. A PC may program the radio to work

precisely as desired.



Chapter 3
Basic Radio Communication

3.1 Basic Two-Way Radio Etiquette

e English is the worldwide radio language unless you are licensed to
speak another language.

e Two-way radios cannot simultaneously talk and listen like phones.

e Don’t speak over others. Please wait until it’s an emergency. Inform
others that you have an urgent critical message.

e If you’re unsure who’s calling, don’t answer. Respond after hearing

your call sign.

e Never send military, financial, or sensitive information. Assume people

may hear your chats unless you know they are encrypted.

e Perform the following inspections to verify proper operation.

Clweck charge and power up.
Raise the volume to hear calls.
Cleeck your radio often to ensure its operating, and you can still

receive broadcasts.

e Remember to call signs and radio station locations of frequent
contacts.

e Radio calls are not personal. All call signs are unique.

e Consider your words.

e Choose your message and audience.



o Speak clearly and concisely.
e Keep sentences simple. Break up lengthy texts.

e Avoid acronyms until your group understands them.



3.2 Four Golden Rules for Radio
Communication

1. Clarity

Speak clearly. Talk slowly. Speak normally, not loudly.
2. Simplicity

Make your message easy to grasp.

3. Brevity

Don’t ramble; go right to the point.

4. Security

Unless you have secure radio technology, don’t send secret information.

Frequencies are shared.



3.3 Speak the Language

General Terms Meaning
Radio Check What is my signal strength? Can you hear me?
Go Ahead You are readv to receive transmission.
Stand-bv You acknowledge the other partv, but I am unable to respond immediately.
Roger or Ten Four Message received and understood.
Negative Same as “No”,
Affirmative Same as “Yes”. Avoid “vup” or “nope” as thev are difficult to hear.
Say Again Re-transmit vour message.
Qver Your message is finished.
Qut All conversation is finished, the channel is clear for others to use.

Break, Break, Break

You are interrupting in the middle of communication because you have an emergency.

Read You Loud & Clear

Response to “Radio Check”. Means your transmission signal is good. Al- so use ” Read
you 5-bv-3”.

Comein You are asking the other partv to aknowlege they hear you.

Copv You understand what was said

Wilco Means “I will comply”.

Repeat Used before vou repeat something. ex: “I require 9-5,
repeat 9-5, gallons of diesel fuel. Over.”

Phonetic Alphabet

A two-way radio discussion will need the phonetic alphabet. Use the

phonetic counterparts of commonly mistaken letters like “F” & “S,” “T”
& “C,” & “M” & “N” to communicate effectively.

A- ALPHA H- HOTEL Q- OSCAR V- VICTOR
B- BRAVO I- INDIA P- PAPA W- WHISKEY
C- CHARLIE _|J- JULIET Q- QUEBEC __|X- X-RAY

D- DELTA K- KILO R- ROMEO _ |Y- YANKEE
E- ECHO L- LIMA S- SIERRA Z- ZULU

F- FOXTROT _|M- MIKE T- TANGO

G- GOLF N- NOVEMBER |U- UNIFORM




Mobile Communications of America provides wireless communication
services that promote safe, secure, and productive workplaces to over 30,000
clients. We help you choose, implement, and manage the correct workplace
solutions as your trusted adviser. Our trained personnel throughout the US
supply a comprehensive suite of trustworthy technologies with a service-first
attitude. MCA offers a thoroughly studied range of world-class voice, video,
and data products and solutions. MCA’s full-lifecycle service offering is our

edge.



3.4 Channels

When utilizing any network, different calling channels are occasionally
used to establish a connection to various radio users, who subsequently
designate another dedicated channel. After communicating, both radio
stations must shift to a talking channel to free up the calling channels for
other stations. Calling channels are employed in networks with huge levels
of shared traffic or hosted by outside organizations like UN repeater

networks utilized by several humanitarian agencies.



3.5 Etiquette

Two-way radio voice communication has regulations. Examples include:

Use of Pro-Words

A procedural word (Pro-Word) is a short statement with definite meanings

that enables network users and operators to keep their broadcasts concise

and avoid confusion and misunderstanding. To understand radio broadcasts

and convey concise communications, one must know these terms and their

meaning. The following pro-words and their connotations are common:

Pro-Word Phrase Meaning

Affirmative Yes/Correct

Break, Break, Break |Interrupt ongoing transmission for an urgent message

Correct Y ou are correct, or what you have transmitted is correct

Negative No/Incorrect

Negative Copy Y our last message was not understood

Wrong Y our last transmission was incorrect

Over This is the end of my transmission to you and a response is expected. Go ahead and transmit.

Out This is the end of my transmission to you and no answer is required
Do not use OVER and OUT together!

Relay To Transmit the following message to the identified addressees/recipients

Roger I have received your last transmission satisfactorily
Repeat the last message.

Say again Do not say “repeat” on the radio! Repeat is commonly used by militaries to request
soldiers to continue firing a weapon.

Stand-by Do not transmit until contacted. I need extra time.

Use the NATO Phonetic Alphabet

Radio conversations are often clarified using the NATO phonetic alphabet.

Radio orders might be hard to interpret or weak. Radio users spell words and

discuss single-letter codes using the NATO phonetic alphabets to avoid this.
A mobile ambulance can be called “Mobile Ambulance 1”7 (MA1). The
phonetic alphabet pronounces it “Mike Alpha 1.”




Keep Messages Short

Radio messages must be brief. Segment lengthier talks, as necessary. Long

talks may block other network users.

Use Radios for Official Business Only

Communication should be formal. Personal discussions should not be

broadcast over the radio.

Making Calls

Listen to the chosen radio station before making a call. Boost audio if

required. BF3 radio users call each other as follows:

Example:

(BF3 Calling) - "BF31, BF31 (from) BF3"

(BF31 Responding) - "BF3 go ahead.”

(BF3 Responding) - "Please give me the status of shipment 12345,
over."

(BF31 Responding) - "12345 is packed and shipped already, over.”

(BF3 Responding) - "Thanks, nothing further, BF3 out."

(BF31 Responding) - "BF31 out.”

How to end a discussion urgently:

Example:

(Ongoing conversation) - (Talk)... over

(BF1 Breaking in) - Break, Break. BF3, BF3 (from) BF1

(BF3 Responding) - BF1 Move channel 3, over

(BF1 Responding) - Moving channel 3, BF1 out

(Ongoing conversation) - (Talk)... Over

Adapted from International Medical Corps

Call Quality - Ask “How do you read?” to assess the audio quality or

transmission difficulty. Users may say, “I read it loud and clear,” or “I heard




your “X” by 5” to indicate radio power and clarity. Zero implies no signal

and five means clear transmission.



3.6 Common Problems with Radio

Communication

Radio Won't Turn on.

Is the battery charged?

Is the radio connected to a power source?

Is the power source under powered or weak?

Transmissions are not being received, or no
one is responding.

Is the transmission being sent on the intended frequency?

Is the radio in a dead spot?

Is the radio within the expected transmission range?

Is the antenna connected properly?

Are the other radios possibly off?

Signal is weak or broken

Are there atmospheric or environmental factors that may be interfering with
the signal?

Is the radio being used indoors or around tall buildings or trees?

Is the radio being operated around power lines or other radio equipment.

Two-way radios are best for emergency communication. They include a

push-to-talk feature for quick communication, are faster than mobile phones

or landlines, and are straightforward to use—just one button may send your

message to a group on an identical frequency. Two-way radios can also

endure severe rain and dust.

Two-way radios may transmit and receive messages via text for discreet

communication in emergencies. Two-way radios’ independence from mobile

phone networks is a big advantage in large-scale situations.




3.7 Five Effective Ways to Use a Two-Way
Radio in An Urgent Situation

1) Know the Ins and Outs of Your Radio

Understanding how your two-way radio works is essential for emergency
usage. Learn your device. To maximize your two-way radio’s features, ask

your company for training.
2) Take Part in an Emergency Drrill

An emergency drill for your staff is a good idea if you manage a business.
Thus, they may use their radio knowledge. The exercise may show they

need greater emergency training.
3) Communicate Briefly

“Less 1s more” applies to emergency two-way radio communication. In a

crisis, speak briefly. Be concise.
4) Repeat When Necessary

Repeating information to contact is crucial, especially if you received a key

communication. To confirm important facts from your contact, repeat them.
5) Use the Emergency Alert Button When Necessary

Some radio stations include a programmed emergency alert button. It’s

usually a huge orange button on a radio’s top or side beside the push-to-talk



button. A radio dealer may set the button to sound a warning and siren for

emergency responders.

These five recommended practices will help you communicate in an
emergency using a two-way radio. Two-way radios are great emergency
communication instruments. With proper training and strategy, these

devices may help preserve order and save lives in emergencies.



3.8 Programming Baofeng Radios

Users who want to personalize and get the most out of their Baofeng radios
need to know how to program them. Though Baofeng radios may come
with pre-set channels, mastering the art of manual or computer
programming gives users more flexibility regarding frequencies,
functionality, and communication options. We’ll go through everything
you’ll need to start programming Baofeng radios, from the required tools to

the available software to detailed instructions.
To program a Baofeng radio, you will need a few key items:

e Baofeng radio: Naturally, the Baofeng radio model you want to
program is the first element you’ll need. The UV-5R, BF-F8HP, UV-
82HP, and other types are quite common. Before you begin
programming, check the radio’s battery and functionality.

e Programming cable: You’ll need a programming cable to connect
your Baofeng radio to a computer. Such a device must have a USB
interface and a Kenwood-style two-pin connection, which is standard
on most Baofeng radios.

e Computer: To set up and use the software for programming, you’ll
need a desktop or portable computer.

e Programming software: Baofeng radios can be programmed using
several different applications. CHIRP is a commonly used open-source
program compatible with a broad variety of Baofeng radios. Third-
party software is also developed for certain models besides the official

Baofeng software.



Once you have everything you need, you may program your Baofeng radio

by following these basic steps:
Step 1: Install the Programming Software

To program your Baofeng radio, you must first get the corresponding
software and install it on your computer. Be cautious about getting the
program only from reputable places like the manufacturer’s website or

reputable third-party sites.
Step 2: Connect the Programming Cable

To start programming your Baofeng radio, insert one end of the
programming cable into the radio’s programming port. The radio’s
programming interface is often situated on its side. Make sure the cable is

properly attached.

Plug the computer’s USB port into the other end of the programming cable.
Your computer should immediately detect the cable, and any required
drivers should be installed. When asked, follow the on-screen prompts to

install the driver.
Step 3: Launch the Programming Software

Turn on your PC and open the programming environment. Selecting the

correct Baofeng radio model may be necessary, depending on the software.



Step 4: Read the Radio Configuration

The program may be used to retrieve the Baofeng radio’s current settings.

The radio’s current channel list, settings, and frequencies are retrieved.
Step 5: Customize Channels and Settings

The program will now show the read configuration, allowing you to adjust
the channels and other parameters. Radio settings may be tweaked,
including channels, frequencies, names, labels, broadcast powers,

enabled/disabled features, and more.
Step 6: Save and Write the Configuration

Once you have finished adjusting, you may save the modified configuration
file. This backup file can be reloaded onto the radio if something goes
wrong. Send the updated settings from the program to the Baofeng radio.
By doing so, the radio’s memory is updated with the most recent settings

and frequencies.
Step 7: Verify and Test

Cut the radio’s and computer’s connection to the programming cord. Please
turn on your Baofeng radio and double-check the channels and settings

you’ve put up to ensure they’re showing up properly.

Send and receive on the predetermined channels to ensure they work as
intended. Get the appropriate licenses for the frequencies you want to use,

and ensure you comply with all applicable laws.



If you follow these guidelines, you should have no trouble setting up your

radio.



Chapter 4

Advanced Radio
Communication

ommunication is essential in modern society. Communication

technology has expanded the globe so individuals can communicate
and breathe effortlessly. As can be seen, novel wireless technologies have
been a greater advantage in the modern day due to technical forums.
Radio’s appeal is unmatched. VEI Communications saves money and time
on communication issues, boosting workplace integrity. Radio guidance

helps employees interact.



4.1 The Importance of Advanced Radio
Communication

Creative radio communication has had a greater impact on industry and
building websites. It educates and inspires hundreds of thousands of
workers to work properly. They’re not visible on the building website
because of these 2-way radio systems that keep them in touch. These radios
are strong and useful for campus safety. Radio communication might be the
sole way to teach others without being acknowledged by the invader or

other safety assailants in an emergency.



4.2 The Rent of Advanced Radio
Communication

Instead of installing one, you may rent these devices for event radio
communication. Many companies lease cellular equipment for a reasonable
price. This firm often repairs and maintains. Since they know this tool
better, this company is superior for these services. These gadgets enhance

safety. Radios are the greatest contemporary communication technology.



4.3 The Installment of Advanced Radio
Communication

After learning about revolutionary radio communication, we may consider
installing one. Since there is more to prepare, call a system specialist. They
may recommend the kind and number of wireless devices and the frequency
and voltage needed to run them. Next, check this installment’s speed and
make a handle. You may start the installment after that. This radio gear will
be set up for your company’s immediate and distinctive communication
system. Mobile wireless radio communication technologies are comfortable

and easy to use.



4.4 Repeater

Repeaters in telecommunications receive and retransmit signals. Repeaters
expand broadcasts to span larger distances or reach over a barrier. Some

repeaters transmit the same signal at a different baud rate or frequency.

Telephone repeaters are amplifiers in telephone lines, optoelectronic circuits
that amplify light beams in optical fiber cables, and radio repeaters are radio

recetvers and transmitters that retransmit radio signals.

Radio and TV broadcasters utilize relay stations.
Overview

Power loss degrades information-bearing signals in communication
channels. In a wired telephone line, part of the energy in the audio signal’s
electric current is wasted as heat within the copper wire’s resistance. Longer
wires lose power and reduce signal loudness. Thus, a lengthy cable will
silence the call. A radio station’s signal and reception weaken with distance.
A repeater boosts and retransmits a signal in a communication channel. It

needs electricity to amplify signals.

In 19th-century telegraphy, “repeater” refers to an electromechanical relay

that recycles signals.
Telephone and data communications also use a repeater.

A multiport Ethernet repeater, also known as a hub, operates on the physical
layer of the OSI model since it does not interpret the information being

transferred.



Types

Telephone Repeater

This extends phone line signaling.
Land Line Repeater

They’re mostly employed in long-distance trunk lines. An analog telephone
line with two wires has an amplifier circuit constructed of transistors that
use DC to boost the line’s alternating current audio stream. The cable pair
transmits two audio signals since the telephone is a duplex communication
device. Telephone repeaters must magnify signals in all directions without
feedback, complicating their design. Amplification was initially used in
telephone repeaters. Long-distance phone communication was enabled by
telephone repeaters from 1900 to 1915. Many telecommunications

connections are fiber optic and employ optical repeaters (below).

Before electronic amplifiers, telephone repeaters employed manually
connected carbon microphones. After the start of the 20th century,
conductive mercury lamps were utilized to magnify. The transcontinental
telephone became possible in 1916 using audio tube repeaters. Vacuum tube
repeaters with hybrid coils allowed smaller cables in the 1930s. In the
1950s, negative resistivity gain devices became increasingly prevalent, and
the Bell System’s last significant voiceband repeater was the transistorized
E6 repeater. Digital transmission’s cheap cost rendered most voiceband
repeaters obsolete. Frequency-division multiplexing systems used

frequency-frogging repeaters from the middle to late 20th century.



Submarine Cable Repeater

This is an undersea telephone repeater.
Optical Communications Repeater

Fiber optic cables employ this to extend signal range. They transmit digital
data as brief light pulses. The fiber absorbs or scatters photons, which make
up light. The optical communications repeater has a phototransistor, an
amplifier, an electronic filter to reshape the pulses, and a laser to convert the
electrical signal to light and send it to the other fiber. Repeaters use optical

amplifiers to enhance light without transforming it into an electric signal.
Radio Repeater

This extends radio signal coverage. Johann Mattausch published the first
radio relay repeater in Austrian Journal in 1898. His “Translator” idea was
too rudimentary. Emile Guarini-Foresio created the first working radio

repeater relay system in 1899.

Radio repeaters have a transmitter and receiver. To cover the obstacle, the
received signal gets amplified and retransmitted on another frequency. A

duplexer lets the repeater broadcast and receives it with one antenna.

e Relay, rebroadcaster, or translator: This repeater extends to radio
and TV station reach. The transmitter is secondary. Leased phone lines
or microwave relays carry the primary transmitter signal.

e Microwave relay: This specialized point-to-point communications
link uses a microwave receiver to receive information from a different

relay station within line-of-sight distance and the microwave



transmitter to send the information to the next station. Microwave
relay stations provide calls, TV, and computer data across continents.

e Passive repeater: This microwave relay uses a flat metallic surface to
redirect the microwave radiation. It sends microwave relay messages
across hills and mountains without amplification.

e Cellular repeater: This radio repeater boosts mobile phone service in
a confined region. A directional amplifier and local antenna receive a
signal from the closest cell tower and rebroadcast it to surrounding
mobile phones. Downtown office buildings utilize it.

e Digipeater: Packet radio network repeater. It forwards packets
between nodes.

e Amateur radio repeater: Allows two-way VHF and UHF
transmission in areas where point-to-point contact is difficult.
Individual operators or groups maintain these repeaters, which licensed
amateurs may use. A repeater should be built on a mountaintop or hill

to optimize coverage.

Radio repeaters enhance communication coverage in line-of-sight systems.
The Earth’s curvature and topography or high buildings restrict these
systems’ range without a repeater. A tall building or hilltop repeater can

successfully connect stations out of line-of-sight.

Radio repeaters may translate radio frequencies between two public
services agencies, such as a city’s police and fire departments or nearby
police departments. They may connect to the public conventional telephone
network or satellite networks (BGAN, MSAT, INMARSAT) as an alternate

route from source to destination.



Repeaters listen on A and broadcast on B. All mobile stations broadcast on
channel A and receive on B. The frequency difference may be 1% of the
operating frequency. The repeater station uses an identical antenna for both
transmission and reception, but “duplexers” separate the feeble receiving
signal from a billion times stronger outward signal. Wire or radio links
connect sending and receiving sites. Mobile units broadcast or receive;

therefore, duplexers are unnecessary for them.

A “talk around” channel enables mobile units within a repeater system to
communicate directly on a single channel. If the repeater usage is out of the
extent of communications without mobiles, utilize this. The “talk around”
channel could be a repeater’s output frequency, which will not retransmit

signals.

An engineering radio network designer will examine the coverage area
requested and determine repeater sites, operating frequencies, altitudes,
antennas, and power levels to provide reliable communication across the

planned coverage area.



4.5 Data Handling

Data type divides repeaters into two types:
Analog Repeater

This type 1s employed in channels that send data as analog signals, such as
audio signals. FDM trunklines utilize them too. Analog repeaters are linear
amplifiers with electronic filters to correct line frequency and phase

distortion.
Digital Repeater

A digital repeater is utilized in channels that transmit binary digital signals,
pulses with just two potential values, indicating binary digits 0 and 1.
Retiming, resynchronizing, and reshaping pulses are possible using a digital
repeater. Regenerative repeaters accomplish retiming and

resynchronization.



4.6 Benefits of Using Advanced Repeater
Servers

An advanced repeater server may transfer data across wide-area networks
when establishing file or repeater servers. In large-scale deployment tasks,

use sophisticated file servers and advanced repeater servers.

Utilizing advanced file servers and advanced repeater servers may enhance
bandwidth usage among the central server for files and repeaters. When
deployed, the depot objects are transferred to the repeater within their
entirety using the normal BMC server automation server files and repeater.
However, implementing an advanced file server on the current file server
using several advanced repeater servers ensures that only content updates
are downloaded over the network using a more efficient protocol.
Bandwidth limiting on connections that connect the advanced file server
and an advanced repeater server is possible. Any targets defined via routing
rules to utilize the advanced repeater server use it when a deploy job is
configured for indirect staging. Any targets set to utilize a normal repeater

maintain to do so. Non-repeater targets store data directly onto the target.
Note

File server material may be safely (through SSL) staged on advanced
repeater servers thanks to tools like byte-level differencing, file
compression, and bandwidth and network throttling. If a file server
manages the payloads for your package-based deploy jobs or software
deploy jobs, you may utilize advanced repeater servers to execute them.

The typical repeater server should be used only for staging other tasks,



including file deploy tasks and patch deploy jobs. The advanced repeater
server cannot duplicate “NSH_COPY_ AT STAGING” or
“AGENT MOUNT” payloads because these kinds of data are not saved in

the File Server.

If your infrastructure meets a few requirements, BMC suggests upgrading

to advanced repeaters and file servers.

e There are a lot of target servers in the environment, and you’d want to
minimize unnecessary data transmission.

o Target server to file server or application server bandwidth must be
managed.

e You’re trying to protect the files on a file server against unauthorized
access by other networks.

e The network needs faster deployment, task execution, and better
performance.

e A WAN links the target servers to a file server or app server.



4.7 What Is Digital Communication?

Digital communication is exchanging information or data between two
points utilizing digital signals across the P2P (point-to-point) channel. A
peer-to-peer (P2P) connection is a method of exchanging data between two

nodes.

Ideas, facts, or information are encoded in digital communication as
discrete signals and sent. The receivers get these signals through electrical
transmission. This involves sending information from one device to another
across a network, whether a direct connection or a network consisting of
several nodes. There are several configurations for these paths and many

different types of channels for storing data, sending data, etc.

Microwaves, electrical voltage, infrared, and airwaves are all examples of
electromagnetic signals that may carry information or data. Everyone uses
it, and it’s relied on by all kinds of contemporary enterprises, organizations,
and groups for coordinating their interactions. In this context, data often

flows or is sent digitally from a mobile device or computer keyboard.

This system requires one person to run it. Because of the reduced need for
human labor, this communication is today’s most economically viable

option.



4.8 Features of Digital Communication

Some of the benefits of digital communication include:

e We have the freedom to speak with anybody, anywhere on the globe, at
any time. Furthermore, the communication is instantaneous regardless
of where the recipient is located. This quickness has its benefits, but it
also has its drawbacks. Despite how fast messages may spread, they
can also include words you may regret.

¢ In digital communication, verbal exchanges are prioritized over
nonverbal ones. Likewise, shorter, less significant information
exchanges often replace face-to-face interactions. It’s common for
digital devices to have a speakerphone and a screen for
communicating. Therefore, only essential information is conveyed,
which might lead to misunderstandings. Text, acronyms, and
emoticons are often encoded and decoded.

e Only in the case of video chats and teleconferences is it possible to
read nonverbal cues such as gestures, body language, and tone of
voice. However, restrictions remain since this is so detached from

actual human interaction.
More features of digital communication:

e [t’s easy to make copies, edits, and new releases of digital material.
Every interaction with a service like Facebook or LINE, such as
sending a message, adding a friend, or uploading a picture, is recorded
as digital data and kept on a site server. This is a major difficulty for all

digital communicators.



* You may connect with individuals who share your interests over the
internet who you would never meet in person. Meeting new people
while expanding your knowledge base is a great break.

e Digital communication also has low production costs. Making an
Internet call or using a social networking site cost nothing. You can
save money since electronic communications don’t need to be printed
and may be kept for a long time without taking up much space. You
can get books without buying physical copies if you download them
online. Consequently, this contributes to chopping down fewer trees to
create paper.

e Finally, you may keep most of your identification data on your device.
There are benefits and drawbacks to this. It would help if you took
extra safety measures to prevent the loss or theft of your mobile
device. The convenience, though, is hard to deny. You may use your
mobile device as a wallet, save passwords and verification

information, and more.
Examples of digital communication

Examples of digital forms of communication include:

o Websites.

e Web calling.
e Blogs.

e Email.

e Social media.
e Chatbots.

e Live chat.

e Video chat.



4.9 Epitech and Digital Communication:

You have gained an understanding of digital communication and its key
characteristics. You already know that digital communication is crucial in
the modern world; it is used often and is so prevalent that it may lead to

many professional opportunities.

At Epitech, they offer various digital media and computing-related classes
and programs. They offer a Master of Science in Digital Management

focusing on digital media theory, practice, and methodology.

You’ll get critical thinking and systemic, long-term vision skills, among
other things, via your study of strategy. Future technical and digital trends
are also covered, preparing you to lead multinational teams and projects.
After completing the program, you will be an EU-recognized specialist in

the field of IT management.



4.10 The Advancements in Satellite
Communication Technology

Satellite communication has progressed in the previous decade. Technology
has advanced swiftly from 5G wireless to satellite communication networks.
5G networks are a major development. These networks are quicker and more
dependable than 4G networks. This improves global data transfer and

communication.

Satellite networks have also progressed recently. These alternatives offer
improved data speeds and coverage. Users may now watch and play online.
Ka-band and Ka-band Plus have also been introduced in the recent decade.
These technologies provide faster throughput and reduced latency than
satellite communication networks. This enhances data transfer and user

experience.



Finally, novel satellite communication systems like LEO and MEO
constellations have been introduced in the previous decade. These systems
provide more capacity and coverage than satellite communication networks.

Users may now access more services, including worldwide broadband.

Satellite communication technology has grown in the last decade.
Technology has advanced swiftly, from 5G networks to satellite
communication networks. This has expanded services and improved user

experience worldwide.
5G and Satellite Communication: Expectations

Satellite communication is set to become a major topic as fifth-generation
(5G) cell phone networks go out. Satellite communication might transform

communication with 5G.

5G will boost satellite communication data throughput and latency. Satellite
communication will be able to manage more data and connect quicker than
before. 5G will improve satellite communication reliability, efficiency, and
cost.

5G will safeguard satellite communication. 5G networks will guard against
malicious assaults better than previous cellular networks. Increased security

should safeguard users’ data and communications from attackers.

5G will also simplify satellite communication integration. IoT and M2M
applications and services may be developed. This connection will expand

users’ communication possibilities.

5G might transform human communication. This revolution will make

satellite communication quicker, more dependable, and safer. 5G will make



satellite communication essential.
Al's Impact on Satellite Communication

Al 1s transforming satellite communication. Al automates operations,
improves data processing, and optimizes bandwidth management in satellite
communication systems. Al-based systems can evaluate satellite data in real
time for quicker, more accurate judgments. This technology detects and
diagnoses satellite system faults, reducing downtime and network
performance. Al can improve satellite operations by anticipating traffic

patterns and resource distribution.

AT helps satellite communications systems adapt faster to changing
situations. It can protect and effectively route data by automating routing. Al

may also minimize radio frequency interference, improving communication.

This creation can identify satellite system issues and enhance satellite
communications system performance. Al-based algorithms can rapidly and

correctly diagnose and repair satellite systems.

Al is changing satellite communication. It automates operations, improves
data processing, and optimizes bandwidth management in satellite
communication systems. Al makes satellite communication systems more

dependable and efficient, improving performance.

Low-Earth-Orbit Satellite Communication Systems’
Benefits

High-speed, reliable data transmission makes low earth orbit satellite

communication systems desirable. These devices might transform long-



distance communication by transmitting data quicker and more securely. We

discuss LEO satellite communications advantages here.

LEO satellites transmit data more efficiently since they orbit Earth at a lower
height. They have lower latency and faster data rates since they are closer to
Earth and can cover more ground with fewer satellites. LEO satellites offer
worldwide coverage for emergency communication, internet access, and

disaster assistance.

LEO spacecraft provides fast data rates, global coverage, and better security
than classic satellites. They are less susceptible to jamming and hackers,

ensuring data security. They can also last longer than ordinary satellites.

Finally, LEO satellite communication technologies are cheaper. They have
fewer satellites and may be deployed quicker, lowering costs. Traditional

satellites must be replaced more regularly, increasing maintenance expenses.

LEO satellite communications have several benefits over conventional
satellite systems. They provide better data speeds, worldwide coverage,
security, and cost-effectiveness. Thus, they are becoming more popular for

various applications and may continue to transform communication.

Innovative Technologies and Satellite Communication
System Futures

For decades, satellite communication technologies have enabled worldwide
communication and remote access. New technologies may change satellite

communication networks.

5G networks are the biggest change. 5G networks are excellent for

controlling and monitoring from afar due to their higher speed, capacity, and



dependability than satellite communication. 5G networks also have lower

latency and interference than satellite communications.

5G networks and AI/ML have emerged together. These methods increase
signal processing for bandwidth efficiency and coverage. Machine learning
techniques, including ground station scheduling and antenna orientations,

can improve satellite operations.

Satellite communication systems are also benefiting from 5G and Al. 5G
networks may enable remote sensing with low-cost IoT devices by providing
high-speed internet connectivity. Machine learning techniques may also

filter out interference, improving communications.

Finally, nanosatellites might transform satellite communications. A
“constellation” of these tiny, lightweight satellites may increase coverage

and redundancy. Nanosatellites may also allow satellite-based IoT networks.

5G networks, artificial intelligence, and nanosatellites are changing satellite
communication systems. Improved speed, capacity, dependability, and
coverage enable new applications and services. Satellite communication

systems have a bright future as these technologies advance.



Chapter 5

Antenna Configuration and
Usage

ntennas convert electric current through electromagnetic (EM)

waves. Radio waves, microwaves, IR, and visible light are sent and
received via antennas. Most enterprises and daily life employ radio wave
and microwave antennas. Visible and infrared antennas are uncommon.

They’re still used, although more specialized.



5.1 How Are Antennas Categorized?

Antennas may broadcast or receive. Many transceiver-equipped antennas
can accomplish both. Transmitters send current to antennas. The antenna
emits EM waves with a specified frequency from this current, which other

antennas may receive.

Radio stations use FM radio waves to transmit music. The station’s
transmitter feeds music to the antenna as electric current at the appropriate
frequency. The antenna turns electric current into radio waves which are

broadcast everywhere.

Receiving antennas catch EM waves. The antenna creates a tiny current

from these waves depending on signal intensity. The receiver modifies the
current for its surroundings. A car’s antenna may accept FM radio signals.
The car’s radio receives current from the antenna. The radio amplifies and

turns current into music for the speakers.

Cellular base stations with fixed transceivers may transmit and receive

wireless signals.
How Is the Electromagnetic Spectrum Divided?

The EM spectrum comprises radio, microwave, infrared, visible, ultraviolet,
x-ray, and gamma rays. Wavelength and frequency determine field order.
Radio waves have long wavelengths and low frequency. Gamma rays have

higher frequencies and shorter wavelengths.



According to estimations, radio wavelengths can reach 10,000 km and
frequencies below 3 kHz. The microwave range starts at 300 megahertz

(MHz) with wavelengths of 1 meter (m).
Radio waves have the lowest frequencies and longest wavelengths.

Microwave wavelengths are 1 m to 1 mm, and frequencies are 300 MHz to
300 GHz. Figures vary by source. Microwaves are also sometimes

considered radio waves.

Antennas emit and receive EM waves. Direction, movement, and signal
intensity influence its design. Antennas vary because of this. Car, television,

microwave, and mobile phone antennas are all constructed differently.
What Are the Main Types of Antennas?

Design determines antenna use cases. They’re commonly classified,
although there’s no industry standard. However, multiple categories are

used to describe and classify antenna types.

e Aperture: An antenna has an aperture to guide EM reception
or transmission for higher gain. Use the determined antenna size and
form. Aircraft and spacecraft use aperture antennas.

e Array: A multi-antenna system that radiates as one. Array antennas
improve gain, interference, and directionality. Wireless, 5G, and
tactical radar systems employ array antennas.

e Reflector: An antenna that reflects EM waves to concentrate or steer
them. Microwave and satellite communications employ reflector
antennas. Satellite dishes have EM wave-reflecting parabolic

structures.



Lens: Antenna with metal, glass, and dielectric lenses. The antenna
transmits and receives higher-frequency EM waves using the lens’
convergence and divergence features. Radar and microwave
communications employ lens antennas.

Log periodic: A multi-element, multi-frequency directional antenna.
The supported range is the logarithmic function of frequency, element
size, and arrangement. Analog TVs, cellular phones, and shortwave
radios employ periodic log antennas for variable bandwidth and high-
frequency communications.

Microstrip: A little circuit board antenna. The antenna is a conductive
patch on the dielectric substrate on a ground plate. Cell phones and
wireless communication employ microstrip antennas.

Traveling wave: Unlike other antennas, a directional antenna only
transmits EM waves in one direction. Unidirectional waves support
more frequencies. Analog TVs, amateur radios, telephony, and more
employ traveling-wave antennas.

Wire: A simple antenna consists of an extension of wire with one end
plugged into a radio or television set. The most basic and easily
transportable antennas are made of wire. Radios, cars, ships, planes,

and buildings are just some of the many items that use them.

How Else Are Antennas Categorized?

Internal vs. exterior antennas, as well as directions, are two more ways to

classify antennas. Wearable antennas and near-field

communication antennas are two examples of non-classifiable antennas.

An antenna might be classified in more than one way. For instance, some

log-periodic antennas may also be considered array antennas. Log periodic



and traveling-wave antennas are both utilized for analog TV reception;

however, both may be employed to meet the same use case.

When a transmitter or receiver is positioned some distance from an antenna,
a transmission line (a feed line or feeder) is used to carry electric current to

and from the antenna.



5.2 One Radio to Rule Them All (Ham, GMRS,
FRS, MURS)?

The widely available Baofeng UV-5R has a large transmit and receive
frequency range, although some of these frequencies may violate FCC

regulations.

The possibility of sharing radio hardware across different networks is a
topic that comes up sometimes. Many licensed radio amateurs aim for a
single radio that can communicate on all three amateur radio bands
(2m/70cm, FRS, and GMRS). Others may choose the Marine Very High
Frequency (VHF) or Aircraft Very High Frequency (AVHF) services. If one
radio can send and receive on each of these frequencies and its user is

licensed to do so, then one radio is capable of it all, so the idea goes.

This is an admirable goal, but several restrictions imposed by the FCC

might make progress difficult.
Part 97: Amateur Radio Service

Good news first. The FCC Part 97-regulated Amateur Radio Service allows
most equipment. Build the transceiver from components and broadcast it.

Ham rules won’t restrict you.
Part 95: GMRS, FRS, and MURS

The Federal Communications Commission has rules for using FRS, GMRS,
and MURS radios under Part 95. FRS radios are described as follows in
Section 95.591:



Both FRS and GMRS radios are banned from sale under Section 95.591.

Handheld portable radio equipment capable of operating in the FRS and any
additional licensed and licensed-by-rule radio services listed in this manual

will no longer be sold or offered for sale after September 30, 2019.

Mobile Transceivers Like the Midland MXT400 Are Used
in the GMRS System

This limitation also applies to MURS radios (Part 95.2761):

Equipment that can function as intended under both this subpart (MURS)
and any additional subparts of the chapter (excluding part 15) will not be

certified as meeting the requirements of either.

The FCC has said that all FRS, GMRS, and MURS radios can operate only
on their respective frequencies. This organism has explicitly banned the sale
of dual-band radios that can transmit on both the FRS and GMRS bands.
Part 95.1761 provides room for a GMRS radio, which is also approved for
use 1n a different radio service; however, this room is quite little, and an

amateur radio service 1s expressly excluded.

Why, therefore, did the FCC decide to include such stringent prerequisites
in its rules? The reason is obvious: such radio services are designed for
people who aren’t computer savvy. The radios must be user-friendly and not
have a random-frequency-hopping feature. As a result, the restrictions limit

the channels used on the radios.

On a more positive note, this regulatory strategy benefits amateur radio.
Think about if the default setting for FRS radios’ Channel 30 146.52 MHz



is, and the handbook explicitly said, “Only utilize this channel if you’ve
obtained an amateur radio license.” There would be an overwhelming

amount of illegal activity on 2 meters.
Part 90: Private Land Mobile Radio Services

Public service, fire/rescue, SAR, forestry, utility, and commercial land
mobile radio are all covered under Part 90’s stipulations. Under Part 90,
license requirements are precise. The radio license includes the permitted
operating frequencies, power levels, emission levels, and the geographical

areas where the radios may be used.

A radio technician often configures part 90 radios to work on the licensee’s
approved frequencies. This setup simplifies operations since the user must
choose a channel from a list provided by the manufacturer. The
manufacturers and retailers of Part 90 radios design their products to be

compatible with various frequencies.

Part 90 radios often support the 2m and 70cm amateur radio frequencies.
The door is now open for anybody with a Part 90 license to use a Part 90
radio on the ham bands. It is common for Search and Rescue personnel to
utilize Part 90 radios, which allow them to communicate on both the SandR
frequency and the 2m / 70cm amateur bands. The first step is to acquire a
radio that complies with Part 90 standards and then adapt it for use on the
amateur radio spectrum. Of course, you’ll need a valid amateur radio

license and permission to utilize the Part 90 frequency.



5.3 Getting Creative on Radio Configuration

Anytone Tech’s TERMN-8R VHF/UHF radio was advertised a few years
ago as being compatible with ham radio frequencies, the General Mobile
Radio Service (GMRS), the Municipal Utility Radio Service (MURS), and
FCC Part 90. The PDOAC website has posted an early assessment of this
radio. The radio may be used in three basic modes: GMRS, MURS, or
Commercial/Normal. The FCC first gave the radio a green light, but after
further review, they pulled the plug. The TERMN-8R may still be
purchased; however, it now lacks the three mode options. Advertised as Part

90 radio with amateur bands’ support, it fulfills both requirements.

The Anytone AT-779UV just came to my attention; it is a Part 95-GMRS
radio offered in the United States. However, the radio may be programmed
to cover a far greater range of frequencies and the 2m and 70cm amateur
bands. The radio loses its Part 95 certification if its settings are altered to
allow for operation on ham bands or beyond. It is not simple to toggle
between software setup and manual configuration. It’s the same as other

radios that can be programmed using software.

Thus, your hope for a single radio that might replace the FRS,

MURS, GMRS, and 2m/70cm ham bands has been dashed. No, not legally,
anyhow. A radio may be set up to do this function...However, it will not
pass muster with the FCC. A Part 90 radio, however, may be set up to

lawfully use amateur radio frequencies.



5.4 The Difference Between GMRS and FRS
Radios

Personal radio users often pose an easy inquiry. What distinguishes FRS
and GMRS radios?

FRS and GMRS radios are comparable; therefore, it’s a reasonable inquiry.
So numerous that US combination radios marketed FRS and GMRS
transceivers. In the summer of 2017, the FCC amended the Part-95 Rules to
identify the two services and ban combination units. Ironically, this decision

confused several users, old and new, prompting the title query.

FRS and GMRS share the 462-467MHz UHF band despite being
independent radio systems. Both services share 22 basic channels and

frequencies, industry-standard channels and frequency allocations. Midland



FRS and GMRS radios share channel 1 with Motorola Talkabouts, Cobra
MicroTALKSs, DeWALT, Uniden, and Wouxun KG-805F and 805Gs.
Channels 2, 3, and so on are the same. Thus, GMRS and FRS radio users

may communicate directly.

One catch: GMRS radios need licenses. It’s easy to get and has liberal
terms, but it’s not free. FRS radios are license-free; therefore, purchasing

one grants you the right to use it.

Since licensed and license-free operators may freely converse on their
respective service’s radios, the FRS and GMRS services’ interoperability

offers a distinct benefit to both. Most importantly, it’s legal!

This raises the obvious issue: Aren’t FRS and GMRS the same if they can
communicate and share identical bands, channel allocations, and
frequencies? FRS or GMRS radios—what’s the difference?

Any of the five main distinctions may decide whether you require GMRS
authorization to use your radio or whether anybody can use it to operate an

FRS radio for personal or commercial usage without a license.
Radio Type

Only handheld FRS radios are available. GMRS mobile and base station
equipment can be received on channels 8-14. Certain GMRS radio

manufacturers exclude such channels from their mobile/base equipment.



Wattage

GMRS radios can use up to 5 W over channels 1-7 and 50 W on channels
15-22, whereas FRS radios can use 2 watts. The normal radio operator>s
first thought is the power differential; however, it’s not as crucial as one
would expect for performance and range, especially on small handheld

devices.
Detachable Antenna

FRS radios require permanently fastened antennas that cannot be removed
without harming the radio. We’ve seen this. Avoid removing the FRS radio

antennas. It’s illegal, voids your radio’s warranty, and is ugly.

GMRS radios may have detachable antennas and be put remotely onto a

vehicle, building, or tower within a particular height restriction.

A walkie-talkie with a non-removable antenna may not be FRS. GMRS
portable radios with fixed antennas predate the 2017 Part 95 Reform. Since
the Family Radio Service does not allow detachable antennas, a GMRS

radio has a removable antenna by default.

The FRS service requires a non-removable antenna; hence, no FRS mobile

and base station radios exist.
Repeater Capability

The GMRS has 30 channels, including 8 repeater channels. Both systems
share 22 channels and frequencies. FRS cannot communicate on repeater

systems because it lacks these channels.



FCC Certification

FRS and GMRS radios are required to be Part 95 FCC-approved. FRS
radios are Part 95B-type. GMRS radios are Part 95E-type. If you’re unsure
which service the model is for, check the radio’s FCC ID on the FCC
website. FCC decides.

Without an FCC ID, your radio may not be permitted for use on any radio
service. All US personal radio services need FCC-type radios with a valid

FCC ID. Remember, you’re not the radio police.

FRS and GMRS radios vary, as seen above. They may determine the radio’s
service and licensing status.



5.5 How to Set Privacy and Create Encrypted
Messages

When sending secret messages, Baofeng radios like the UV-5R fall short.
Unlike more modern radios, they are not equipped with encryption
mechanisms and are optimized for analog transmission. However, there are
alternative options for boosting security and privacy while using Baofeng

radios:

Select frequencies that are less frequently utilized. Avoid using channels
that get a lot of traffic to lessen the likelihood of being overheard. Keep in

mind that it does not provide encryption or perfect privacy.

Codes for the Transmission of Care and Support Services, Squelch codes
for the Continuous Tone Coded Squelch System (CTCSS), and the Digital
Coded Squelch system (DCS) are supported by Baofeng radios. They add a
sub-audible tone or digital code to ensure that only radios with the same
code can receive your signals. Although the communication is kept secret, it

is not encrypted.

Here are the steps you need to take to configure the CTCSS and DCS codes

on your Baofeng radio:

1. Select “CTCSS” or “DCS” from the radio’s menu by pressing the

“Menu” button and using the “Down/Up” arrow keys.

2. To access the CTCSS/DCS configurations, press the “Menu” button

again.



3. To choose a different code, use the up and down arrow keys. See the

user handbook or a frequency code chart for precise code values.
4. Press the “Menu” button to save the chosen code and leave the menu.

Remember that your communications will still be audible to other radios
using the same frequency and CTCSS/DCS coding. These codes give some
privacy by limiting outside interference but do not encrypt data. Encryption
adapters are available for purchase if you need more robust privacy and
encryption. These adapters link the Baofeng radio to a suitable accessory
port to add encryption capabilities. These adapters, however, are often
developed for use in specialized professional or government settings; thus,

they may not be widely distributed or readily accessible.

Always check the local laws and regulations governing encrypted
communication before purchasing an encryption adaptor. Encryption may
need particular licenses or permits, depending on your location and the

nature of your communications.

Remember that digital radios specifically intended for encrypted
transmission or other secure communication solutions are the best bet for

keeping your communications safe and sound.

When utilizing radios or other communication technology, you should
always remember the law and proper conduct. To guarantee the appropriate
and legal use of radio communication equipment, it is essential to comply

with local laws, regulations, and licensing requirements.



Chapter 6
Emergency Preparedness

his chapter explains how to utilize a Baofeng radio in an emergency,

such as during a natural catastrophe or another tragic event, including
helpful hints on what to say and how to say it in different situations, such as
survival in the wilderness after a natural disaster or other SHTF scenarios

fighting in a city.



6.1 Emergency Communications

Communications dominate our life. Life quality suffers if grid
communication networks are out for long periods. Non-grid-dependent

communications systems provide backup and do the following:

¢ Disaster rescue.

e Logistics, security, and disaster assistance.
e Civil service coordination.

¢ SAR coordination.

¢ Field team communication.

e Contacting homes.

e News and global awareness.



6.2 Communications Standards

Use familiar grid-based communications (internet, mobile phone, etc.) if

they operate.

e Signal Private Messenger serves as a secure Android and iPhone app.
Members should join this program. It replaces your phone’s default
messaging app and sends regular texts to non-signal users but
automatically encrypts them. It can also make encrypted audio calls
with additional signal users via Wi-Fi instead of your phone’s data.

e In grid-down emergencies, ham radio remains the standard.

e Ham radio license is simple. Contact specialists for free training and
licensing.

e The national “2-meter” VHF ham radio operating channel is 146.52
MHz. If there is no monitoring on an adjacent repeater station, it must
be the common channel.

e [f a nearby repeater is functioning, tune the radio to increase your
range. Use a national 2-meter speaking channel unless otherwise

instructed if repeaters aren’t working.

Non-hams will utilize FRS/GMRS radios. These are the portable radios sold
at Walmart and sporting goods retailers. Though short-range and inferior to
portable ham radios, they operate. Only 10 of their 22 channels will be
used. Monitor FRS/GMRS Channel 3 until otherwise instructed.

CB radios are short-range like GMRS/FRS radios and are still present in
automobiles. We may use them as a backup for interoperability but not for

operations. We advise upgrading to ham or GMRS/FRS radios.



6.3 Radio Hardware Standards

Western PA CERT recommends the Baofeng UV-82 portable radio. Dual-
receive and split transmit buttons make this a better option than the various
UV-5R variations. The two-way transmit button is useful when practicing

with numerous teams or in multi-receive mode.

This ham radio can also broadcast on FRS/GMRS, MURS, etc. Remember,
the FCC forbids using the radio for something apart from ham radio;

however, property or life is at risk in crises.

e Mobile or UHF/VHF Base Radio: For VHF/UHF or mobile ham
radio operations, a Baofeng UV-82 coupled with a Mirage BD-35
Amplifier and an external antenna is suggested. Ham radio amplifiers
provide 45 watts on VHF and 35 watts on UHF. Compared to portable
radios’ 5 watts, this is a lot. This boosts radio range with a suitable
base antenna or external mobile.

e Mobile HF Radio or Base Station: For long-range HF ham radio, the
Yaesu FT857D is suggested. It’s the cheapest high-quality ham radio
with HF, VHF, and UHF. A registered ham radio operator should
choose a better radio, although this one is suitable for short and long-
range emergency communications. The radio 1s CHIRP-
programmable, like portable radios.

e VHF/UHF Amateur Radio Antennas: Most amateur radio antennas
are vertical, save for directional ones. VHF/UHF ham radio antennas
should be vertical mobile dipoles or huge base stations. The Browning
BR 180 antenna with an NMO base is a superb car antenna. A big base

antenna works better for base systems than the same antenna.



Workman UVS-300 and Diamond X510HDM are good VHF/UHF
ham radio base station antennas. These antennas usually support
FRS/GMRS frequencies.



6.4 Digital Modes and Standards

HF emergency radio communications benefit from digital communications.

Digital modes function in voiceless situations.

Western PA CERT recommends FLDIGI and its related applications.
Windows and Linux are supported. FLARQ, FLWRAP, FLAMP, and
FLMSG can enhance emergency communications, but FLDIGI can manage

most of the job. Practice and update the software.

Avoid cryptic digital modes when communicating with somebody new or
beyond the occidental PA CERT. Digital communications with non-decided

modes will be more dependable with common modes.



6.5 Power Systems

All members must build a modest, inexpensive solar energy system to
power key electronics during short- or long-term calamities. A charger

controller, 12-volt battery, and solar panel would suffice.

HF-capable ham radio operators should use solar/battery power. Power may

be off when we need those communications systems.

Solar battery systems beyond the simplest should be sized using the 5-Day
Rule. Without power input, you could operate that system for 5 days and
discharge fifty percent of the electricity. You can run for ten days till it runs
out of power. This is occasionally essential in winter to prevent the batteries
from cycling too much and dying in a few years. Batteries should last 10—

20 years.

Off-grid power systems need flood-deep cycle batteries, not sealed

“maintenance-free” ones. Sealed batteries cannot live longer.

Oft-grid power systems kill automobile batteries. Marine batteries are
superior, but off-grid batteries with deep cycles are best. The 6V golf cart
battery is decent.

12-volt batteries are inferior to lead acid batteries having lower voltages.

These batteries outlast 12-volt batteries.

Avoid inexpensive Chinese charge controllers without precise specifications

and an LCD panel to display system information.

Off-grid Xantrex C-60 controllers are great.



Do not use a 12-volt battery without a low-voltage disconnect controller.

Low voltage destroys batteries.

Ham radios, particularly HF radios, cannot produce full power when linked
to a battery. Step-up converters or 24-volt systems safely regulated to 14-15

volts are the only ways to acquire maximum power.

Generators are unreliable for long-term emergency electricity. Even at low
power, they use too much gasoline, and few people store enough to operate
them for a week. Solar or off-grid power systems last longer and need less

maintenance.



6.6 Power Connectors

The Western PA CERT recommends Anderson Power Poles 30-amp DC

connectors for amateur radio.
Standard power pole wiring is seen to the right.

Soldering wires in connectors are better than crimping. Soldering is

stronger and reversible.

Stack two red/black pairs in a 2x2 configuration for a bigger connection.
They can carry double the power and still work with the standard

arrangement.

Cigarette lighter connectors, etc., might require adapters.



6.7 Radio Band Guide

HF VHF UHF
(High Frequencv) (Verv High Frequencv) (Ultra High Frequency)
Frequency Range |3 - 30 MHz 30 - 300 MHz 300 - 3000 MHz

"2 meter" in ham radio

"70 centimeter” in ham radio

worldwide.

range

without an expensive HF radio

Other Names Commonly referred to as "shortwave" Critis. 148 MTo) i
1 - ; miles for handheld radios 1 - 4 miles for handheld radios
Togliesl Vex|Woddwide i everywhers o 4 - 7 miles for handheld radio with|3 - 5 miles for handheld radio with
. - good car antenna good car antenna
Range between if conditions are good. " ! 4 : : -
(varies a lot depending on terrain|(varies a lot depending on terrain
and antenna) and antenna)
Ham Radio|80m, 60m, 40m, 30m, 20m, 17m,
6m, 2m, 1.25m 70cm
Bands lem. 12m. 10m
CB radios are at the top of the HF|Some TV broadcast is here (lower|Most TV broadcast is here (higher
band (~27 MHz). channels). channels)
Notes Used by shortwave broadcast stations|Best band for maximizing your Wi-Fiis in the UHF band.

FRS/GMRS "walkie talkie" radios
are here.




6.8 Best Practices
Use and Care

Tap the “Exit” or “Send” button on Baofeng radios to return to the main
screen from any menu. Never charge radios. This overcharges and degrades
batteries. Once the charging indicator goes green, unplug the radios. If it’s
green when you plug it in, it’s full and doesn’t require charging. Unplug it.

If security is important, you may employ numerous methods.
Maximizing Radio Range

Weather affects the signal. Frequencies vary. UHF performs better in major
towns and near structures, whereas VHF works best within country

and open spaces.
Instead of a valley, broadcast from a hilltop. This may reduce signal range.
Full-length portable antennas improve efficiency.

Handheld radios in cars have limited range. Connect a roof-mounted

antenna.
Good Radio Practices

Communicate only when necessary. Communicate briefly. Don’t send while
pondering. This blocks other channel users from speaking. It also helps
finders. This improves communication, but the more you send, the simpler

it 1s for danger to discover and triangulate your location.



6.9 Emergency Procedures

Emergency communications in Western PA CERT should follow this grid-

down catastrophe overview. Emergency communications strategy.
Communications Hierarchy, Order of Operations

e Neighborhood and local area: Start by communicating in your
neighborhood. This might be your neighbors, friends, or county. It
immediately impacts you. FRS/GMRS and MURS frequencies can
achieve this for a few kilometers, but VHF and HF ham radio is
required for longer. Operating repeaters is useful.

e County or neighboring counties: Next, contact individuals in your
county or nearby counties, depending on their size. A VHF amateur
radio system is needed for this range. A base station antenna with 50
watts is 1deal. Depending on your region, a car antenna with a 40—50-
watt radio may work.

e State/Region: After communicating with the immediate local and
county area, you must be able to interact with the remainder of your
state or bordering states. If you’re not in one, this will list nearby big
cities. I hope not. Regional emergency communications only function
with HF Ham radio. Our other radio options fail.

e National: You can fret about communicating with the remainder of the
nation when you can consistently communicate with your state.

e World: Finally, global awareness is crucial.



Radio Networks to Monitor

Western PA CERT Frequencies: FRS/GMRS Channel 3 Public HF and VHF
calling frequencies mentioned in the UPFS. Green indicates the most

important.

Private Unified Preparedness Frequency Systems frequencies.



6.10 Baofeng UV-5R/UV-82 Survival Tips Off-
Grid

Many fantasize about living off the grid, but it has its drawbacks. Staying
connected, particularly in emergencies, is a major difficulty. The Baofeng
UV-5R/UV 82 Radio helps. This strong two-way radio helps you
communicate over vast distances, which makes it a survival tool. This
chapter covers 10 Baofeng UV-5R/UV-82 Radio off-grid survival tips. These
ideas can help you maximize your smartphone and remain connected when

camping or survivalist.

Mastering Your Baofeng UV-5R/UV 82 Radio Is Crucial for
Off-Grid Living

Get acquainted with the Baofeng UV-5R/UV-82 Radio before using it. Read
the instruction manual to learn about the device’s features. Knowing how to

operate your radio can help you communicate in emergencies.
I’ve followed a friend’s camera advice for years.

His Baofeng UV-5R/UV-82 advice:

To understand the radio handbook, read it cover to cover.

Based on reading and experience, utilize the radio for six months.

Reread the handbook to learn everything.

Use the same approach to learn new radio equipment, even if you have

expertise.



Advice for Using a Baofeng UV-5R/UV-82 Radio in an Off-
Grid Situation: Always Bring Extra Batteries

Only a powered-on Baofeng UV-5R/UVS82 Radio is useful. Bring additional

rechargeable batteries. Buy rechargeable batteries with solar chargers.

Despite the Baofeng UV-5R/UV-82 battery’s extended lifespan, it’s best to

have a spare set.

In this guide about using a Baofeng UV-5R/UVS2 in automobiles, we

propose using a battery eliminator to conserve battery.

A battery eliminator lets you connect the radio to the car’s power source.

Small solar panels can charge your Baofeng UV-5R/UVS82 battery if you’re

away from a POWCT source.



Use The Baofeng UV-5R/UV-82 Radio for Off-Grid Survival: Put It
Through Its Paces

The same holds for mastering your Baofeng UV-5R/UV-82 Radio—Ilots of
practice is required. Spend time becoming comfortable with the controls and
gauging the device’s range. Doing so will teach you how to improve its

functionality in various settings.

You may be asking why knowing how to utilize a radio is so crucial. When
disaster strikes, communication is essential, especially when people are far
from helping. And, as the word “unexpected” indicates, it usually occurs
when you are not ready for it. There’s no time to study radio procedures

when time is at the core, and action must be taken instantly.

For this reason, I advise you to familiarize yourself with the radio and use it

occasionally. Obtaining a radio operator license is preferable.

Getting the Most Out of The Baofeng UV-5R/UV 82 Radio
in an Emergency Situation When You’re Off the Grid

You can’t use the Baofeng UV-5R/UV-82 Radio without the antenna. As a
result, you can converse across greater distances. It would help to consider
purchasing high-gain antennas for your gadget since it will improve its range

and functionality.

The Baofeng UV-5R/UV-82 is compatible with various antennas, each

serving a specific purpose.

A permanent antenna installed in a home provides better reception since it
may be positioned higher. The equipment’s lack of power means the added
height might not be worth it.



When driving with the radio on, you’ll find antennas that may be mounted to
increase the transmission range by a factor of several. Similarly, the antenna
provided with the radio may be swapped for a better, longer one. Longer

antennas provide greater coverage areas, but they might be difficult to

manage when traveling.

How to Scan Frequencies on The Baofeng UV-5R/UV 82
Radio for Off-Grid Survival

Scanning for other radios and communicating with them is crucial while
you’re off the grid. Scan available frequencies with the Baofeng UV-5R/UV
82 Radio to see if any are in use. Having a system to monitor the most often
used frequencies is useful for the neighborhood and the people around you,
particularly in rural areas. We do not know when we can help or have insight

into the world.



How to Find the Right Frequency on The Baofeng UV82
Radio for Emergency Communications When You’re Off
the Grid

The Baofeng UV-5R/UV-82 Radio is multi-band so you may use it on the
VHF and UHF spectrums. Check that your frequency is appropriate for your
region and circumstances. Use emergency channels to get aid quickly in a

CTisis.

Different countries and even different cities use different emergency
frequencies. Learn the averages so you can be ready for anything in your

region.

It would also be helpful if you were keeping an ear on emergency
frequencies in certain nations. It’s not a terrible idea to get together with
your neighborhood if you don’t have access to such services in your area so

that you can all agree on certain frequencies to use for communication.

Use The Baofeng UV-5R/UV-82 Radio Safely When You’re
Off the Grid

Maintaining the safety and security of the Baofeng UV-5R/UV82 Radio is
crucial. Invest in a sturdy case that will shield it from dirt and moisture. A

lanyard and strap may be attached to your gadget to keep it from dropping.

Be wary of using your Baofeng UV-5R/UV-82 near water, as we’ve advised
in previous chapters since it is not waterproof. If you want to use your radio
in a wet environment, we recommend purchasing a water-resistant case or

bag from Amazon.



Tip for Off-Grid Survival: Pair the Baofeng UV-5R/UV82
Radio with a Headset

A headset is a great addition to the Baofeng UV-5R/UV-82 Radio for
secluded chats and noise cancellation. Invest in an excellent headset with a

lightweight design and clear audio.

The built-in microphone on the radio may not seem required, but it may
accept quite a bit of background noise in windy open areas. As you saw
in the previous paragraph, utilizing a headset may assist in shielding the

radio from environmental factors like dust or water.

Baofeng radios are compatible with a wide variety of headsets. It would help
if you considered whether a headband or a portable microphone and speaker

would be more useful.

In addition, headband-style headsets don’t project sound beyond the ears,
making them an excellent choice for private conversations. Look for an item
like a headband if you need to undertake physical work. Their speakers
significantly boost the volume, making this the most practical option if you

need both hands for a conventional microphone.

Keep The Radio Clean: An Off-Grid Survival Tip for the
Baofeng UV-5R/UV-82

Finally, ensure Baofeng UV-5R/UV82 Radio is always spotless and in good
working order. It would be best if you regularly dusted out the device’s
exterior, especially the antenna and battery connectors. Your gadget will

function better and survive longer if you do this.



Simple things, including not malfunctioning buttons, may be avoided by
keeping your radio clean and dust-free, increasing its usable life. Protect
your radio from dust particles as much as possible by placing it within a

casc.

If you ever find yourself off the grid or in a survival scenario when you need
to contact others, the Baofeng UV-5R/UV82 Radio is a must-have item.
These five suggestions will help you get the most out of your gadget and
maximize its potential. Always be safe and prepared if you find yourself in

an off-the-grid scenario.



6.11 Ham Radio Emergency Communications
Guide

Amateur radio is useful in times of crisis because of the information it can
relay. First and foremost, amateur radio is based on the “Recognition or
enhancement of the importance of the amateur service provided to the public
as a voluntarily noncommercial interaction service, especially concerning
providing emergency communications,” as stated in Part 97.1 of the rules

and regulations governing amateur radio.

Amateur radio operators regard this duty with the utmost seriousness.
Throughout the year, many “served agencies” rely on the assistance of
amateur radio operators to ensure that public service and emergency
communications go off without a hitch. In this context, “local” might mean
assisting the CERT team in your town in their search for a missing person,

“state” can mean providing telecommunications during a wildfire, and



“international” can mean assisting foreign assistance agencies in

coordinating their efforts after a storm or tsunami.

Anyone wanting to assist others with a technician license may begin a public
service and emergency communications career. After getting your amateur
radio license, you should join a CERT team or a local amateur radio
emergency communications group like a local amateur’s radio club, a
regional chapter of the Amateurs Radio Emergency Services (ARESSs), or
Radio Amateur Civil Emergency Services (RACESs). If you want to become
an invaluable emergency communicator, they can advise you on the gear you

should buy and the training you should pursue.



6.12 Why Is Amateur Radio Useful in An
Emergency?

Why utilize amateur radio, especially emergency communications, when we
all have cell phones? This is a question often asked. In an emergency, mobile
phone towers are often the first to fall, cutting off connectivity across huge
regions. In addition, there are still plenty of outlying regions where mobile

phone service is nonexistent.

To facilitate communication between first responders and the public, several
states have implemented 800 MHz trucking networks. There are benefits to
these systems, but they also have certain problems. Some emergency
responders may have trouble getting through, for instance, if the trucking

infrastructure 1s overcrowded.



The holes in these systems are where amateur radio comes in. Amateur hams
have the resources and expertise to set up communications wherever they are
required via ad hoc networks. In addition to voice communications, amateurs
are increasingly asked to provide electronic communication, such as

transferring files and emails over amateur radio channels.



6.13 Amateur Radio’s Response to Hurricane
Maria

To illustrate the usefulness of amateur radio in times of crisis, consider
amateur radio operators’ actions during Hurricane Maria in September
2017. Hurricane Maria was, in a word, terrible. ARRL Puerto Rico Division
Manager Oscar Resto, KP4RF, said the island was left without electricity

and had just 2% of its communications working.

On the mainland, the American Radio Relay League (ARRL), the Red
Cross, and amateur radio suppliers all banded together to organize teams of
radio operators from amateur organizations and the necessary equipment to
aid the Red Cross in its relief operations. Their job was to report updates on
their health and well-being to the American Red Cross, where it would be
placed into Red Cross Safe and Well system and made accessible to loved
ones back home. Each team had a sturdy, watertight container containing an
HF transceiver, computer, software, dipole antenna, power supply, and all

necessary connections.

The teams were dispersed over the island to report on the health and welfare
of the locals as well as the operation of other essential services, including
hospitals and evacuation centers. Mostly, they relied on the tried-and-true
speaking modes for this task, but they also used Winlink, a global system

that uses ham radio frequencies to transmit digital messages and data.



6.14 Which Amateur Radio Frequencies Are
Used in Emergencies?

In a crisis, amateur radio operators can utilize any available frequency.
Amateur radio operators in Puerto Rico employed HF frequencies for voice
and data communication. Due to the great distances involved, these
frequencies were employed. In most cases, using amateur radio frequencies

was the only way to contact the mainland from Puerto Rico.

However, there are times when additional frequencies come in handy. When
the communication region is small and urgent, VHF and UHF frequencies
are employed. SkyWarn nets, for instance, are often structured county-wide
to better relay information about severe storms to local disaster
management organizations, including the National Weather Service. That’s

why most ‘nets rely on VHF and UHF repeaters.

Amateurs utilize GHz-range frequencies for some forms of emergency
communications. AREDN hardware and software are used by several
digital networks that fall under this category. This network may use the
frequency ranges of 3.4 GHz, 2.4 GHz, or 5.8 GHz. The rationale is that

data transmissions may move faster at these frequencies than lower ones.

Which Radio Operator’s License Should | Have for
Volunteer Work and Emergencies?

Most public service and emergency communications occur on the VHF and
UHF bands; therefore, a technician category license is required to get

started. It would be best to aim for at least a general class after establishing



yourself as an emergency communicator. As we’ve seen, technicians don’t
have adequate HF rights for these activities, which is why certain

emergency circumstances need HF communications.

Aiming for the Amateur Extra Category license as your ultimate objective
would be best. While the ability to use more frequencies in an emergency is
nice, the actual value of preparing for the extra class test is the education
you’ll get about electronics, antennas, and the properties of radio waves.

You’ll be able to convey your ideas more clearly after reading this.

Remember that emergency communications organizations like ARES and
RACES demand further training in disaster telecommunications operations
beyond just having your amateur radio license. The foundational studies are

straightforward and can sometimes be completed online.



6.15 Amateur Radio Emergency
Organizations

Public service and emergency communications are provided by a wide
variety of amateur radio clubs, each with its specialization. You may sign up
for one or more, be trained, and then be ready to help in times of crisis or

other public service needs.
Amateur Radio Emergency Services (ARESS)

The ARES is a branch of the American Radio Relay League (ARRL) that
provides communications support during times of crisis by mobilizing
licensed amateurs who’ve voluntarily recognized their skills and equipment
with the local ARES leadership. Although ARES typically functions at the
state and local levels, it may also play an important part in crises on a
national and worldwide scale. Responding to disasters such as 9/11,

Katrina, and Michael has earned ARES members widespread recognition.
Radio Amateur Civil Emergency Services (RACESs)

FEMA’s Regional Area, Coordinating and Coordination System, is a crisis
communications system. Government organizations widely use the RACES
protocol for training Auxiliary Communication Service (ACS) volunteers
nationwide. Local emergency management authorities define the policies
and procedures by which RACES volunteers are expected to operate within

their communities.

Volunteers in RACES include:



e Radio enthusiasts who have been granted a license to operate validated
by the civil defense organization.

e Those who can use Amateur Radio frequencies for
intercommunication during training and crises.

* Invoked by the President of the USA and expressly invoking the War
Powers Act, these Amateur Radio operators are activated by municipal,
county, and state governments and are the only ones permitted to

broadcast during proclaimed emergencies.
SKYWARN

Between 350,00 and 400,000 severe weather spotters have been trained by
the SKYWARN program, which volunteers entirely run. By promptly
reporting severe weather incidents to the National Weather Service, these
individuals contribute to keeping their communities safe. Skywarn uses
amateur radio channels and repeaters to communicate critical weather
observations to local disaster management officials and National Weather

Service meteorologists in select regions.
Community Emergency Response Team (CERT)

Community Emergency Response Team (CERT) participants often serve in
such groups. CERT volunteers get training to assist in emergencies and
routine circumstances. The Emergency Management Agency of the United
States offers training to CERT volunteers. Although over 2,700 CERT
programs and 600,000 CERT participants in the US, not all rely on radio
communications to conduct their missions. Others, like the teams aiding the
fire department in Los Angeles, have formed amateur radio stations and

networks to aid operations, while others may utilize handheld radios from



the Family Radio Service. For further details, contact the CERT team in

your arca.
American Red Cross (ARC)

For decades, amateur radio operators have donated to the American Red
Cross. There has been an MOU between the ARRL and the ARC for quite
some time, outlining the cooperation between the two groups. Some local
ARC chapters might have ham radio stations managed by local clubs, and
many local ARC organizations have groups of amateurs ready to help them
in disaster and emergency response. While the Red Cross does have its own
federally registered VHF public safety channel, it can do far more by
utilizing amateur radio. After Hurricane Maria wreaked havoc on Puerto
Rico in 2017, mainland Americans sent amateur radio operators to the

island to help restore connectivity.
SATERN

Licensed radio amateurs with experience in emergency communications
and message handling make up the volunteer staff of SATERN. They give
freely of their skills and time to aid the Salvation Army’s response to
disasters on a regional, national, and worldwide scale. Local SATERN

chapters represent all 50 U.S. states, Canada, and other countries.
Auxiliary Communication (AUXCOMM)

To prepare as many radio amateurs as possible to collaborate and train
alongside public safety professionals, AUXCOMM has been a recent

endeavor by provincial emergency management authorities. Each member



has received extensive training in emergency management techniques,
including using the Incident Command System (ICS) developed by the
National Incident Management Systems (NIMS). Just a few states have
adopted this program.

REACT

Since its inception in 1962, REACT teams have expanded their
communications capabilities to include CB, other private radio services, and
amateur radio, where they monitor Channel 9 for motorist assistance

requests and emergencies. Most squads use amateur radio in some capacity.
Local Amateur Radio Club

In addition to the organizations, amateur radio clubs at the municipal and
regional levels also conduct public service and emergency communications.
In addition to supporting local ARES and RACES operations, several clubs
also serve as communications hubs for large-scale community events like
parades, cycling tours, and marathons. For instance, the armed forces of
amateur radio operators ensure the smooth running of the New York and
Boston Marathons. At major events, amateurs are typically the unsung
heroes behind the scenes—and you might be one of them, participating as

an amateur radio operator.



Dear Valued Reader,

First and foremost, thank you. By choosing “The Baofeng Radio
Bible,” you haven't just purchased a book; you’ve unlocked a
treasure trove of knowledge that will serve you in countless
scenarios. Your trust in this guide is not just appreciated—it’s
honored.

As a token of gratitude, I’'m thrilled to offer you three exclusive
bonuses:

o« EXCLUSIVE EMERGENCY COMMUNICATION PLANS

« COMPREHENSIVE DIGITAL GUIDEBOOK ON ADVANCED
BAOFENG PROGRAMMING

« BAOFENG MASTERY: ADVANCED PROGRAMMING AND
OPTIMIZATION

To access these bonuses, simply scan the QR code below:



or tap on the button below:

GET MY BONUSES

Your journey to master the Baofeng Radio is important to us, and
your insights are invaluable. If this book has empowered you to
communicate with greater confidence and efficiency, please consider
sharing your experience. Your feedback supports the community and
guides others on their path to mastery. When you’re ready, leave a
review and let your voice be heard.



https://epibooks2023.aweb.page/baofeng-bonus-01

Thank you once again for your trust and commitment to excellence.
We’re excited to be a part of your Baofeng journey.



Chapter 7
Military Communication

‘ reating a strategy for disseminating your message increases the
likelihood of reaching its intended receivers. Your strategy may also

affect your ability to communicate effectively and easily. In this part, we’ll
discuss a communication strategy, why you may need one, and how to
utilize one to get the word out about your cause or your latest endeavor.



7.1 What Do You Mean by Communication?

Communication is the exchange of thoughts and information between
people. Communicating your group’s genuine nature, the challenges it
tackles, and the progress it has made in the community is essential for any

grassroots effort or community-based organization.
Among the many modes of interaction are:

e Advertising through word of mouth.

e Reports from newspapers and television stations.

e Public statements and press briefings.

e Ads on billboards, pamphlets, and flyers.

e Presentations and outreach to local health and social care providers,
nonprofits, and civic clubs.

e Open homes and other special events your company hosts.

A clear goal and a strategy for achieving it can help you communicate more

successfully.



7.2 Plan for Communication

Planning is a method of arranging steps to achieve a purpose. In this
scenario, you want to get the word out about the positive effects your
project will have in the long run. To formulate a strategy for

communication, you must first answer the following fundamental questions:

e What compels you to reach out to the neighborhood? (For what
reason?)

e To whom is it that you need to get this message? (Who are you trying
to reach?)

e Tell me about the message you want to send. (What are you trying to
say?)

¢ What method of transmission do you envision? (How will you contact
one another?)

e To whom should you address your communication, and how should

you do so? (How will you get the word out?)

Your action plan, or the steps you need to take to reach your audience, may
be found in the responses to these questions. The last three stages of your

communication strategy are as follows:

e Conduct your strategy. Create your communication plan and disperse it
to the right people.

» Assess the efficacy of your current communication strategy and adapt
appropriately.

¢ Continue.



Any group with ties to or that provides services to the public must
consistently engage in communication. Maintaining connections with the
press and influential community members is essential regardless of the
context, target demographic, message, or delivery mechanism. Therefore,
adopting and updating your plan based on experience is a crucial aspect of

any communication strategy for as long as your business exists.



7.3 Why Should You Develop a Plan for
Communication?

You may more precisely reach your audience with a well-thought-out
approach. It provides a framework for figuring out who and how to

communicate with.

Long-term plans might be useful for mapping out steps to improve one’s
public standing and reputation. A strategy will make your communication

more organized, powerful, and long-lasting.

A plan simplifies the process. Spending time preparing at the outset of an
endeavor may pay huge dividends later, as you will always know what steps

to take next.



7.4 When Should You Develop a Plan for
Communication?

Effective communication is a continuous process, never a one-time event,
so it’s important to begin preparing how to convey your organization’s

goals and activities as soon as possible.

Whether you’re trying to raise awareness about a brand-new venture,
rekindle enthusiasm for an established program, or get further financial

backing, effective communication is always an asset.



7.5 How Do You Develop a Plan for
Communication?

Several steps are involved in planning for communicating. Here’s what you
do:

Identify Your Purpose

The goals of the communication approach you choose will determine the
kind of message you should send. Any or all of the following might be

causing you anxiety:

e Increasing one’s public profile or profile altogether.

e Informing the public about the problem your group is trying to solve.

e Bringing in new clients or recipients.

¢ Finding people outside of your organization to assist you.

e Motivating an audience to act in favor of your cause.

e Putting out the word.

e Commemorating success or recognition.

e Raising money to support your project.

e Defending your position by rebutting the critics’ claims,
misconceptions, and even falsehoods and misrepresentations.

e Officially known crises inside an organization, such as a member of

staff committing a crime or a lawsuit filed against the institution.
Identify Your Audience

Which audience are you aiming for? Knowing who you’re talking to

beforehand allows you to organize your thoughts and words more



effectively. Depending on your intended audience(s), you’ll want to use

various approaches to get your point through.

Many strategies exist for determining who we should reach out to and how.
We must first decide which demographic(s) we will target. There are

several ways to categorize people:

e Demographics: Demographics are broad categories of information
about a population, including gender, age, race/ethnicity, economic
level, etc.

e Geography: You may zero in on a whole municipality, choose
neighborhoods, or zero in on the individuals living near a notable
natural or synthetic landmark.

 Employment: You might be interested in the jobless or people in a
certain profession.

e Health: Whether you’re targeting a specific group of individuals —
those at risk for or already suffering a disease like high blood pressure
or diabetes — or the whole community with a health promotion
message like “Eat healthily, exercise regularly” is irrelevant.

e Behavior: You want to reach out to young people engaging in violent
behavior or smokers.

e Attitudes: Do you want to persuade others to think differently or take

their comprehension to the next level?

When thinking about your target audience, you should also evaluate if you
can directly address the people whose actions, insights, or conditions you
intend to improve or whether you need to take a more roundabout approach.
Addressing the people they listen to for guidance is sometimes necessary to

persuade a large group.



In the 1970s, activists tried to prevent Nestle from paying physicians and
nurses in poor countries to suggest the company’s infant formula to their
patients. After the sample packs were gone, most parents couldn’t buy
formula, and many didn’t have access to clean water to dilute it, leading to a
high incidence of preventable newborn fatalities. Instead of attacking Nestle
or the doctors peddling the formula, campaigners turned their attention to
Nestle’s global clientele, organizing a decade-long boycott of the

company’s wares. The corporation consented to update its procedures.
The Message
Think about the message’s tone, vocabulary, and visuals as you craft it.

Content

During a 1980s nationwide adult literacy campaign, educators discovered
that airing TV advertising featuring pleased, joyful, and successful adult
learners brought in many new students. Volunteers were drawn by ads that
detailed the challenges faced by people with low literacy, numeracy, and
nuance levels. Both spots were created to stress the value of reading and the
necessity for basic education, but they targeted different demographics.
Considering your target demographic when you develop your message is

essential for its success.
Mood

Think about the feelings you want the audience to have. How people
respond to your message is heavily dependent on its tone. Overly

unpleasant or scary content or anything that aims to make its viewers feel



guilty will be ignored. Finding that sweet spot may need some practice.
Keeping your tone upbeat is more likely to have an impact than using words

that generate negative emotions like fear or rage.
Language

In this case, language is important in two ways. The most obvious is the
language spoken by most of your target audience. The other is how you
express yourself linguistically, whether formally, informally, or intricately,
with references to well-known people and concepts or less well-known

onces.

If you want to target a certain group of individuals, you should ensure that
any written materials you distribute are available in both the language of the

government and their native language(s).

The problem of a second language is trickier. Too much informality in your
message might give the impression that you are talking down to your
audience or, even worse, that you are trying to seem more friendly than you
are. A formal tone might give the impression that you aren’t addressing the
audience directly. Use simple, unambiguous language that gets to the heart

of what you desire to communicate.
Channels of Communications

What kind of media does your target demographic consume? You need to
get your message in front of people; thus, you need to put it where it will be

Seen.

e Posters.



Posting flyers and pamphlets in areas where people are likely to think
about the topic (such as hospitals and supermarkets for health and
nutrition concerns) may be more effective.

Newsletters.

Caps, T-shirts, and coffee mugs are all great examples of promotional
goods that may help spread your message.

Comic books and other forms of literature. By creating a plot that the
audience 1s invested in following or by making the medium and its
design captivating, reading material that the audience finds engaging
may be utilized to convey a message.

Internet sites. Social media sites like Twitter and Facebook are useful
communication tools combined with your company’s website.
Editorial letters.

Reports, articles, and other forms of journalism.

Press conferences and announcements.

Promotion via public appearances at trade shows, conventions,
festivals, and other venues of a regional, national, or international
scope.

Outreach to the community.

Messages and issues may be brought to attention via neighborhood or
national events like National Literacy Day, Great American Smokeout,
or a “Take Back the Night” rally to combat violence.

Protests in the public square.

Cited by others.

The AIDS quilt is a large quilt of squares created by hundreds of
individuals to honor victims who died during the HIV pandemic.
Films. Since the birth of the film business, films have addressed

various social concerns, including racism, sexism, illiteracy,



homophobia, mental illness, and AIDS.

e Television (TV) is a great medium because it can convey both direct
messages (such as commercials and PSAs) and oblique ones (such as
news and entertainment shows) that address your problem or highlight
your organization.

e Performance art and audience participation. A problem or the need for
assistance or change may be presented effectively via a play and skit,
particularly if individuals created the play or skit are familiar with

what it portrays.

Several New England-based companies practice a style of interactive
theater in which they pause the action and encourage audience participation
to dramatize true events from the life of the performers, all of whom are
either teachers or students in literacy classes for adults. As a result of their
efforts, the community is now more informed about senior literacy and

education.
Resources

What can you afford to do? Have you got the right people on board to make
it happen? Is it likely that your investment will provide a return that justifies
the money you plan to put into it? Who stands to lose, and who stands to

gain from your allocation of monetary and human resources?

Budgetary constraints and the appropriate use of staff and volunteer time
are two factors that should be thoroughly considered when developing your
strategy. Materials, airtime, and other items and services may also be made

available for distribution to people, companies, and groups.



Anticipate Obstacles and Emergencies

In the process of any one attempting to communicate, many events may
occur. Someone may overlook sending a press release electronically or
include contact information. A reporter may make a mistake or a key term
may be misspelled on posters or brochures. A serious tragedy involving the
company might arise, tarnishing your reputation and rendering your efforts

useless.

It’s crucial to think forward and prepare for potential issues like these. Any
strategy for spreading information should include a contingency plan in an
emergency. Who will oversee communicating with the press, addressing
mistakes, choosing when anything must be replaced rather than corrected,
etc., s an important part of any crisis strategy. It should be comprehensive,

including as many scenarios and details as feasible.

Plan How You’ll Interact With the Press and Other
Influential People to Get Your Message Out

One of the most crucial parts of any communication strategy is connecting
with key opinion leaders and media outlets in your area, as well as other
significant members of the community and the target audience. You need to
network, offer the media and others a reason to support you, and stay

connected to keep the lines of communication open.

Anyone from official community leaders (such as politicians, CEOs of
major local firms, pastors, etc.) to grassroots organizers and ordinary
residents may assist in promoting your message. Colleges, service

clubs, hospitals, religious groups, and other community and health-related



organizations all have connections to community members who might

benefit from hearing your message.
Create the Action Plan

The next step is to compile all this information into a workable strategy. At
this point, you should have completed your strategy in its entirety. You’ve
thought through everything from who you need to talk to and why to how
much money you must work with to potential roadblocks to which channels
will get your message and how to access them. All that remains is to put the
completing touches on your communication plan, including writing and
creating the content (or messages, if utilizing multiple channels), reaching
out to those who may aid you, and launching your campaign. Finally, you’ll

assess your work to see where improvements might be made.
Evaluation

You may adjust your communication strategy by gauging its effectiveness
and assessing how effectively it is implemented. Every time you use it, it
will get more efficient. As with other aspects of health and community
work, maintaining your effort, making any adjustments, and staying in
touch with the community is the ninth and last stage in building a

communication strategy.

Your communication strategy is crucial; therefore, it must be easy to
understand and follow. Let’s pretend there’s a rising traffic issue at an island
navy installation and consider how a communication strategy may be

developed to solve this 1ssue. Let’s go through this scenario step by step:



Shortly after taking over as commander, CDR Alexander was confronted
with an issue that caused tensions across the board. Traffic congestion
prevented entry to the base for citizens and troops alike. Junior soldiers
were often reprimanded for skipping shifts, while civilians complained of
being unable to complete their contracts because of transportation issues.

The CDR said it was time to fix the problem since it was getting out of
hand. STAT.

Research, action planning, and assessment are the three main components

of a communication strategy.

Let’s look at each of them and see how they function in this narrative.
Research

There are three main sections to a study:

e Situational Analysis
e Background
e Problem/Opportunity

Since the commander is concerned about traffic and base access, we may
learn more about the setting and the people stuck in the gridlock by doing
background research. Using the findings, situational analysis determines

where we are and what obstacles stand in our path.

Problem and opportunity is a one- or two-sentence summary of the primary

challenge and opportunity, respectively.

For instance: The number of punishments is growing. The dependence on a

single port of entry into the base will influence readiness.



Action Planning

Let’s start planning to fix the issue now that you know what it is and the

effects of doing nothing. Some examples are:

e Objectives.

e Goals.

e Key publics.

» Strategies and tactics.
e Themes and messages.
e Calendar.

e Budget.

An objective is a phrase that restates the problem or chance in a more
positive light and does not need specific numbers to be reached. Reducing
tardiness and improving preparedness are two attainable goals in this

context.

To achieve a goal, one must determine what steps must be taken. Your goals
should follow the S.M.A.R.T. criteria. Goals that are not SMART (specific,
measurable, achievable, relevant, and time-bound) are not likely to be

achieved. The goals of this strategy might include:

e Within 6 months, we want to see a 65% drop in the number of vehicles
using Gate 4.

e Make ID and vehicle inspections 50% more effective in three months.

* Increase awareness of the advantages of improved accessibility by

restoring the Northern Entrance Bridge in a year.



We must identify our primary audiences before refining our messaging,
plans, and techniques. Our efforts focus on who we communicate with,
what drives them, and what shifts, if any, in their behavior, outlook, or
information. There might be many groups here, and you must tailor your
approach, strategy, and message accordingly. In the case of the bridge, for
instance, people, cars, trucks, and boats would all arrive at various times.

Every one of them would come to the bridge looking for help.

Key publics need individualized strategies and messaging due to differences
in requirements and expectations. Summary themes are supported by the

evidence presented in messages. The concept of preparedness is key here.

For instance: Always be prepared to act quickly and decisively! The
northern bridge will reduce the average travel time to the island by 25

minutes.

How do you want to win back your most important audience? Those are the

measures you plan to take.

Tactics are the resourceful ways the message is disseminated through
designated channels, while strategies are the plans of action to achieve

those objectives.

Say, for the sake of argument, that 54 percent of the commuters are eco-
conscious. That influential group of eco-conscious commuters could

respond to one of your techniques.

During the bridge rehabilitation process, you might target environmental

leaders as part of your plan.

Some such strategies are:



* Spend money on regional environmental impact studies.
e Share movies demonstrating your familiarity with regional ecosystems
in community-focused Facebook groups.

e Organize a meeting between the Base CO and local conservationists.

Timelines illustrate the beginning and finish of each strategy and their

connection to one another along a timeline.

In the same way, public and strategic budgets are separated. The budget
includes estimates for the price of each strategy. The allocations and

spending plans for the current fiscal year affect this.
Evaluation

We end with an assessment. The goals determine how they will be
achieved. Methodologies used to collect data are called evaluation tools.

Planning and funding for these resources are essential.

In addition to a follow-up review to verify whether the bridge
reconstruction truly reduced base traffic, you might utilize YouTube

or Facebook analytics to evaluate how the continuing work is viewed.

Always remember that these factors are not fixed but fluid, intersecting
loops. When everything in your strategy falls into place, you can relax and

enjoy the journey.



7.6 Sixteen Important Principles of Effective
Communication

In the military, however, clear and concise communication is a matter of life

and death. Clear and precise communication is crucial to guarantee the well-
being of employees, the accomplishment of operations, and the protection of
soldiers in high-stakes, ever-changing circumstances. Military personnel
need strong communication skills to share information and provide orders
with their peers, superiors, and subordinates. In this section, you’ll learn the
16 most important principles of successful communication for military
people and advice on implementing those ideas in the field. Whether you’re
an experienced vet or just starting, these guidelines can help you become a

better communicator and aid in achieving your missions.

“The capacity to express oneself effectively is just half the equation; active

listening and understanding of other people’s points of view are equally



crucial” stated Col. Robert B. Taylor, Commander of the 151st Air Refueling
Wing. Effective communication is crucial to building a cohesive and
efficient military team since service members come from various

educational and occupational backgrounds.

Leaders in the armed forces must be able to convey their objectives and
requirements to their soldiers and provide timely and specific feedback.
When everyone is attracted in the same direction, the atmosphere at work
can only improve. Leaders can free up time and energy to concentrate on

what matters by keeping everyone in the loop.
The following are the 16 tenets of successful communication:

1.  Clarity: Make sure your message has no room for confusion by
keeping it brief and precise. Don’t use language only you would

understand; try to be as precise and clear as possible.

2. Brevity: People have limited attention spans, so keep your message

brief and to the point. Avoid rambling and go right to the point.

3.  Put yourself in someone else’s position: Attempt to see things from
their point of view; this is empathy. With this information, you may

craft a message destined to be well received.

4. Focus on the other person: Clarify that you’re listening to what they
are saying. Keep your actions respectful and non-disruptive to convey

that you appreciate the other person’s input.

5.  Talk freely and assuredly: Don’t seem unsure or scared. A self-

assured manner of speaking may do wonders for one’s reputation.

6.  Language of the body: Back up your words with suitable gestures and
body language. Make sure to make open, pleasant movements and

keep eye contact.



10.

11.

12.

13.

14.

15.

Consider both the audience and the situation: Do this when
deciding when to communicate. Sharing important information while
individuals are under a lot of pressure might reduce the likelihood that

they will remember it.

Adaptability: This means you may change your approach to
communicating based on the context and the recipient. Communicate
with superiors using a more professional tone and with peers using a

more casual one.

Stick to positive wording: Do this to prevent coming out as hostile or

dismissive. Promote cooperation and teamwork by talking to everyone.

Feedback: Ask for the other person’s opinion and be willing to
consider it. Gaining insight into the wants and viewpoints of others is a

lot easier when you get some feedback on your performance.

Asking questions: Use open-ended inquiries to spark discussion and
promote comprehension. Don’t limit responses to yes or no by asking

just yes or no questions.

Tell a story: This might help your audience better understand and
remember your arguments. Telling a story before delivering a message

may increase its impact and make it more memorable.

Use humor effectively: It will help you connect with others and

defuse tense situations. Don’t make light of a dire or delicate issue.

Tone: Mind your tone of voice; it impacts how others interpret your
words. Maintain your composure and restrain your aggression in high-

stakes scenarios.

Facial expressions and eye contact: These are examples of non-

verbal signals that may enhance or diminish the impact of your



message. Fidgeting and crossing your arms might come out as

defensive or dismissive; try to avoid doing either.

16. Have emotional intelligence: This means being aware of and able to
work with your feelings and those of the other person to have more
meaningful conversations. Spend time thinking about how you feel,
practicing healthy emotion management, and keeping disagreements
from getting out of hand.

If you want your troops to pull together and accomplish a shared objective,
you must ensure they can talk to each other. The success of a task depends
on everyone in the team working together in harmony, and this can only be
achieved via open lines of communication. Conflicts may be avoided, and

open communication can establish a healthy, supportive work atmosphere.

Maintaining morale depends on open lines of communication. Members of
the armed forces may spend extended amounts of time away from their
loved ones when they are sent to dangerous or inaccessible regions. By
keeping soldiers informed and engaged and by creating a feeling of
community and support, effective communication helps keep morale high.
Investing in military personnel’s communication skills may assist in
guaranteeing that they will be able to deal with the stresses of their jobs and
keep their mental and physical health.

Military personnel must possess the talent for efficient communication to
guarantee mission success, troop safety, and personnel well-being. Military
people may strengthen their ability to communicate and project self-
assurance by learning and adopting these 16 criteria. These guidelines may
be used by anybody in any authority or responsibility to better deliver
information and instructions, develop relationships with subordinates and

superiors, and encourage cooperation and collaboration. Developing your



communication abilities is an excellent investment to help you accomplish
your career and goals. Adopt these guidelines, and train to become a military

communications pro!



7.7 How Encryption Works and Protects
Radio Communications

You’ll explain the basics of encryption and how it safeguards data

transmissions through radio waves.

Encryption is necessary to protect against malicious software like
ransomware, phishing frauds, and cyberattacks that target critical
infrastructure and might result in widespread blackouts. And it’s just as
crucial for fields that depend on high-frequency radio communications and
equipment. Even though the IT world and several other sectors rely on

encryption, it is often seen as a mysterious and arcane field.



What Is Encryption?

Encryption is used anywhere there is data to safeguard. At its core,
encryption is a preventative defensive strategy in which information is
encoded in a secret language unauthorized parties cannot decipher. Multiple
forms of encryption are used in industries as diverse as finance, IT,

healthcare, the media, banking, retail, and more.

When Talking Over the Radio, How Does Encryption
Work?

Information in the radio industry is often broadcast orally rather than in
written form. To avoid eavesdropping, ciphers encrypt the information being
sent so that it can’t be read without the appropriate decoding software and a
secret key. An encryption key secures the data being sent over a radio

channel like a key securing a door or gate.

With these safeguards in place, the possibility of unauthorized individuals
gaining access to or disrupting radio communications diminishes greatly.
More and more manufacturers are including this security precaution across
their systems after the United States Cybersecurity and Infrastructure
Security Agency (CISA) published a paper outlining the advantages of
utilizing encryption more generally in public safety-related radio

transmissions.

One such builder is Barrett Communications. Barrett conversations provides
a variety of devices, including the 4050 HF SDR transceiver and In-Line
Voice and Position Encrypters, to help keep your conversations private and
secure. The 4050 SDR transceiver supports two types of encrypted secure
digital voice (SDV). AES-256 vocoders are subject to export controls, but



DES-56 vocoders are not. The In-Line Voice and Position Encrypters include
built-in AES encryption and may be modified to meet the specific needs of
your business’s daily operations. This means that a tried-and-true algorithm

is protecting all communications.



Chapter 8

Troubleshooting Common
Issues

ou can’t stress the need for communication enough when planning

your emergency supplies. When a crisis occurs, it’s important to
communicate with emergency services even though cellular networks may
become overcrowded and unavailable, infrastructure may collapse, and
internet connections may go black. Therefore, a reliable emergency radio 1s

essential.



8.1 The Baofeng UV-5R HAM Radio in
Emergency

You’ve already spoken about the Baofeng UV-5R, one of the most widely
used HAM radios, so if you’re into preparing, you already have one. It can
withstand rain and is dependable. The battery life is adequate to keep you in
touch during an emergency for many days or weeks if you use an extended
battery. You should also know how to use the whole spectrum of emergency

frequencies it provides.



8.2 Amateur Radio Disclaimer

To transmit on “HAM?” (short for “ham radio”) under normal
circumstances, a license is required; however, receiving broadcasts or

“listening in” does not.

Transmitting on a HAM radio is illegal without a valid license (and call
sign). But don’t worry, generally speaking, laws are not enforced during

times of emergency.

However, there is a good reason for these regulations: the airways may
easily get congested. It’s smart to become familiar with these and other

social norms.

Once again, unless it’s an emergency, we don’t advise broadcasting on any

channels or frequencies specified in this document without a license.



8.3 Making Programming Easier

Radio button programming is doable but time-consuming. Making minor

menu item adjustments or temporarily plugging in a frequency is OK.
However, a computer will be necessary to enter several channels’ names.
The CHIRP software and USB programming cord will get the job done.

Get CHIRP here on your computer. It’s simple to use and functions like a

large spreadsheet.

A dedicated USB cable is needed for programming. Please don’t waste your

money on imitations; they lack the necessary functional chipset.



8.4 Diagram of Baofeng UV5R Radio

Let’s begin by exploring the various controls and displays:

1. antenna 10. strap buckle

2. flashlight 1l.accessory jack

3. knob {(ON/OFF,volume) 12.A/B key(frequency display switches)
4. LCD 13.BAND key(band switches)

5. SK-side key 1/'CALL{radioalarm) 14.keypad

6. SK-side key2/MONI(flashlight,monitor) 15.SP.&MIC.

7. PTT key{push-to-talk) 16.battery pack

8. VFO/MR (frequency mode/channel mode) 17.battery contacts

9. LED indicator 18.battery remove button

Commands, Buttons, and Keys

PTT (PUSH-TO-TALK): To send, press and hold; to receive, release.

SIDE KEY1/[CALL]: The FM radio may be turned on by pressing. To turn
it off, press it again. The alarm will go off if you press and hold the button.

To turn it off, press again.

SIDE KEY2/[MONI]: To activate the flashlight, press. Press and hold the

button to momentarily turn off the squelch and listen to the transmission.



[VFO/MR] BUTTON: You may toggle between the channel presets and the

frequency settings with a single press.

[A/B] BUTTON: To toggle the displayed frequency, press. Changing this
will switch the broadcast and receive frequencies between the two shown.

[BAND] BUTTON: You may toggle between using the VHF (136 MHz)
and UHF (470 MHz) bands by pressing. To toggle between the 65-75 MHz
and 76-108 MHz FM radio bands when FM radio is on, push.

[*SCAN] KEY: Keep the button down for a few seconds to begin searching
for transmitting channels. If the radio picks up noise at a certain frequency, it
will immediately cease broadcasting. Press and hold while your FM radio is

on to cycle between stations.

[#” KEY”] KEY: To toggle between low and high transmit power in
Channel mode, push. To lock and unlock the keypad, hold down the key for
two seconds. Once the radio remains on and you are interested in
maintaining conversations but you also need to put it away, this feature

comes in handy.

IMENU] KEY: You may use it as an “ENTER” key to access the main

menu and to confirm your selections and changes.

ARROW KEYS: To increase or decrease the current frequency or the
currently configured channels without entering the menu, press and hold the
UP and DOWN arrow keys. You may also use the arrow keys to go through

the menu.

[EXIT] KEY: Press to abort an action or leave a menu and screen.



8.5 How to Enter a Basic Emergency
Frequency

The UV-5R is ready for use in almost no time. To start transmitting and
receiving, you only need to switch it on and choose a simple frequency or
channel. Since this will be your initial experience using a radio, let’s start

with the basics of getting it up and running.
Reset/ “Zero Out” The Radio

Assemble the radio by securing the battery pack to the transceiver’s rear.
Insert the antenna’s threaded post into the antenna and snug it up. To
activate the radio, turn the volume control to the clockwise position. A
voice will say, “Frequency Mode” or “Channel Mode” after a click and two

beeps from the radio.

If you want to be sure that no previously programmed settings are
interfering with emergency communications, you need to reset your radio to

its factory settings.

e Get the menu by pressing MENU.

Use the downward and upward arrows to reach option 40 on the menu.
Select “ALL” by pressing MENU one more.

Select “SOURCE?” by pressing MENU a third time.

To factory reset the device, press MENU four times.



Select the Preferred Language

If you reset the radio, a Chinese voice will start speaking. To choose the

language you want to use:

e Get the menu by pressing “MENU.”

e Choose option 14 from the menu.

e You may change the language settings by pressing “MENU” once
more.

o Using the arrows, navigate to “ENG” for English (your chosen
language).

e To confirm your language choice, press MENU once more.

e Exit.

Use the UV-5R Like an FM Radio

The UV-5R may be used in its simplest form as an FM radio, allowing you
to listen to all your favorite stations. During times of crisis, local radio

stations often broadcast important announcements and updates.

Simply pressing the orange “CALL” button on the larger radio switches it
to FM mode. It would help if you continually hit the */ “SCAN” key to scan

all stations.
Enter, Save, and Utilize the Emergency Frequency

By punching in the necessary digits on the keypad, you may tune in to a
certain frequency and begin receiving and sending signals. For instance,
you may enter an NOAA weather program by entering 162.400. To access

the most frequently used national emergency channel, dial 151.940.



To avoid having to memorize the numeric sequence for every frequency
you plan to pre-set, select emergency channels. To avoid losing a frequency

and create a new channel:
To switch to “Frequency” (VFO) mode, press the “VFO/MR” button.

Select the best frequency by pressing the A/B button. Take note of the arrow
on the screen to the left of frequency to indicate your preference. The

maximum frequency must be used for all programming.
TDR/Dual Standby should already be disabled; you should verify this.

e Get the menu by pressing “MENU.”

e Press /.

e [f you want to use the menu, press the MENU button.

e Choose “OFF” using the upward and downward arrows.

o Select “Menu” to verify.

e Exit.

e Use the keypad to enter the desired frequency and save it.

e Get the menu by pressing “MENU.”

e Click on Menu Item 27.

e To access the channel list, press “MENU” once again.

e Use the downward and upward arrows to navigate the available
channels (000 — 127). Channel 1 should be your first stop, then 2, and
so on. If you see “CH-" before a channel number, frequency has been
reserved for that channel.

e Press “MENU” to permanently assign the chosen frequency to the
channel.

o Exit.



Pressing the “VFO/MR’s” channel mode button, followed by the upward
and downward arrows, will bring up the previously stored frequency for
selection. The radio will automatically scan through the list of stored
frequencies. When you switch to channel mode, two of your previously

recorded frequencies will be shown with the channel they were recorded on.
Delete the Saved Channel/Frequency

It’s just as simple to get rid of a channel or frequency:

e Get the menu by pressing “MENU.”

e Click the 28th menu option.

e If you want to change the station, press “MENU.”
e To remove a channel or frequency, click on it.

e To cancel, press “MENU” once more.

e Exit.

Search for Active Transmissions and Frequencies

After a natural catastrophe, you may be in an area without established radio
frequencies or channels. The UV-5R may still be used in this situation to

scan the airwaves for emergency communications:

e Put the radio into Frequency Mode by pressing VFO/MR.

e Maintain pressure on the */ “SCAN” key.

e The radio will swiftly cycle over the available frequencies, pausing
only when it picks up a signal.

e Pressing “Menu” allows you to adjust the radio’s frequency-hopping
rate.

e Click the “STEP” option (1st choice).



» To access the menu for choosing options, press “MENU.”

» To adjust the step size, use the upward and downward arrows,
respectively.

e The slowest and most exhaustive search is at the 2.5K level. The

quickest and least comprehensive frequency search is S0K.

Change Your Radio’s Operating Band (UHF or VHF)

The Baofeng can transmit and receive on both the VHF and UHF bands.
You can only watch and utilize one of the two bands simultaneously. To

change frequency ranges:

e Get the menu by pressing “MENU.”

o Select “BAND,” which is option 33.

e For the next menu, “Band,” press “MENU” once again.

e You may choose between VHF and UHF using the upward and
downward arrows.

e To confirm, press “MENU” once more.

o Exit.

Many emergency services, including police, fire, EMS, and government

organizations, use the VHF band.
DCS and CTCSS (PL Communications or “Private Line”)

Multiple users may simultaneously send and receive on the same radio
frequency. This 1s more likely to happen after a major calamity. Several
emergency services, command centers, and rescue operations will use the

same frequency to maintain clear communications.



However, two potential tonal frequency systems are used to divide each
operator on the same band from one another (and to prevent sharing
broadcasts and cluttering the airways). CTCSS and DCS are two examples
of tone-frequency systems. DCS is digital but otherwise functions similarly

to analog systems.

e There are 50 standard tones in the CTCSS scale at a frequency of 67.0
Hz.

e There are 105 standard tones in DCS, represented alphabetically
(D023N).

e Wireless phones and the cellular networks they connect to may help
illustrate this point. A CTCSS and DCS tone may be considered a
phone number, and its range represents the network. One must be
connected to the network to send or receive data, but one must also
“dial” the correct identifying code (the CTCSS and DCS) to converse.

The UV-5R has built-in, standardized tones for both systems. To
communicate on a certain frequency, you must be familiar with the specific

tone it employs.

How to Program CTCSS and DCS to a
Channel/Frequency

To set a CTCSS and DCS tone at a certain frequency (and store it in a

particular channel):

e To enter channel mode on the radio, press “VFO/MR.”
e Press the “A/B” button to switch to Channel A.

e Enter the desired repeating interval.

* Get the menu by pressing “MENU.”



e To adjust the DCS tone for sending and receiving, choose menu items
10 and 12.

e Choose a transmitting and receiving CTCS tone by going to menu
items 11 and 13.

e To make your selection, press “MENU” once again.

e To send and receive the correct DCS or CTCS tones, use the up
and down arrow keys. Both choices 10 and 12 and 11 and 13 fall
within this category.

e [fyou’re sure about your choices, press the “MENU” button.

¢ Channel information, including frequency and transmit/receive
DCS/CTCS tones, may be saved by selecting menu item 27.

e Exit.

The frequency that was just stored should now be shown on the screen with
“DCS” or “CT” to the left.



8.6 How to Program a Repeater Frequency

Direct communication using HAM radio is often limited to a range of a few
kilometers. To increase your communication range, repeaters operate as
“waypoints” for your message, bouncing it from one to the next. In a crisis,
this 1s a lifesaver since it extends your range of communication. With the

use of repeaters, signals may be broadcast across vast distances.

You’ll need to learn a few details about the repeater before configuring it

and broadcasting on its frequency.

e *Shift (+ or -)

e *Repeater frequency

e *Offset

e *T-CTCS / T-DCS

e *R-CTCS /R-DCS (rarely)

Certain repeaters use different tonal frequency schemes, or no system at all.
The UV-5R is not capable of receiving instructions from those other

systems. This manual does not address such issues.
How to set up a repeater:

1. To enter channel mode on the radio, press “VFO/MR.”
Press the “A/B” button to switch to channel A.

2
3.  To save a repeater, enter its frequency here.
4 Get the menu by pressing “MENU.”

5

Select either 10 or 11 to enter the R-DCS or R-CTCS, respectively.



6 To enter the T-CTCS or T-DCS, go to 12 or 13.

7. Select SFT-D from the list of options.

8. Change the CTCS/DCS’s (supplied) shift from positive to negative.
9 Select 26 Offset from the menu.

10.  Adjust the band-dependent offset to taste.

11.  Choose to set 27 to permanently assign a channel to your repeater.

12. Exit.

You may send across the desired repeater channel now that you’re in

channel mode.



8.7 Useful Emergency Radio Frequencies

You have learned the fundamentals needed to program and operate the UV-
5R. The following are some widely used emergency radio frequencies
around the United States:

NOAA Weather Broadcast Frequencies

e 162.550 MHz

e 162.4250 MHz
e 162.4000 MHz
e 162.4500 MHz
e 162.5000 MHz
e 162.4750 MHz
e 162.5250 MHz

Family Radio Service (GMRS/FRS) Frequencies

In 1996, the family communication radio frequencies FRS/GMRS were
officially adopted. These frequencies are often referred to as “walkie-talkie”
frequencies nowadays. Since you can’t enter a specific frequency, you’ll
have to use the upward and downward arrows to try out several frequencies

until you locate the one with the clearest reception.

Take note that the Baofeng UV-5R, after being upgraded with an updated
antenna and proper grounding, is far more effective than a regular walkie-
talkie. Using these frequencies for communication might interfere with

other signals. Remember this in the event of an emergency.



International Distress Frequency

VHF Channel sixteen (156.800 MHz) is the worldwide standard emergency
radio distress frequency. If you’re in a pinch and have no idea what
essential frequency to attempt, and if scanning turns up nothing, this is your
best bet.

U.S. Coastguard personnel and marine employees worldwide constantly
listen in on this frequency. If rescue workers on land or water are trying to
contact an emergency radio station but don’t know the channel or how it’s

set up, they’ll tune in here.
Two-Meter Band Frequencies

Several local radio broadcasts and repeaters use the 2-meter band, from
144.000 - 148.000 MHz. In an emergency, you can make contact by

scanning these frequencies.
Multi-Use Radio / MURS Emergency Frequencies

The MURS VHF radio band in the United States exists alongside the more
common FRS and GMRS frequencies. MURS bridges the gap between the
higher-frequency UHF range offered by FRS/GMRS and the lower-
frequency range used by CB radios:

Unofticial MURS calling frequency: 151.820; suggested repeater
frequency: 151.880; frequently utilized emergency channel: 151.940.

The older commercial and business frequency, 154.570, is still used today.

The traditional commercial and corporate frequency is 154.600 MHz.



Other Useful Emergency Radio Frequencies

Port operations (156.050), commercial usage (156.350), boater calling
(156.45), general commercial (156.600), port operations (156.650), and
state and local government marine operations (156.650) are all separate but

related statutes.

161.825 Public Correspondence Only 157.000 Port Operations Only
157.150 United States Coast Guard Only 157.125 United States

Government Only

The portable radio UV-5R is simple to use and may be set up to broadcast
on emergency frequencies quickly. Remember that broadcasting without a

valid radio license is normally against the law.



Chapter 9
Care and Maintenance

‘ leaning, charging the battery, and stowing away your Baofeng radio

are all addressed in this chapter.



9.1 How to Use the Baofeng UV-82 Radio
Properly in Severe Climates

For survival purposes, a dependable communication device such as the
Baofeng UV-82 radio is essential in severe weather. However, harsh
weather conditions might also provide specific obstacles to efficient radio

use.

Because of this, this chapter has a compiled list of helpful hints for using
the Baofeng UV-82 radio in adverse climates. These guidelines will help
you maintain your radio operational in all weather conditions, whether

experiencing extreme heat, heavy rain, or subzero temperatures.

You must consider some points while using the Baofeng UV-82 radio in
severe weather to make it operational and dependable. Here are several
ways to get the most out of the Baofeng UV-82 radio, regardless of the

weather.

Keeping the Baofeng UV-82 Radio Dry When Using It in
Severe Weather

Keeping the Baofeng UV-82 radio dry is crucial if you plan to use it in wet
or snowy situations. The inner workings of your radio are susceptible to
damage by moisture, rendering it inoperable. Keep your radio dry and safe
from the elements by covering it or using a waterproof case. A desiccant
and silica gel packet may absorb moisture to keep your radio dry in a humid

or damp location.



It’s important to remember that this Baofeng UV-82 isn’t waterproof, so
you’ll need to find some way to safeguard it. Keeping the Baofeng radio

dry may be as easy as using the plastic bag that came with it.

Battery Safety When Using the Baofeng UV-82 Radio
during Severe Climates

The battery life of your radio may decrease dramatically in incredibly low
weather. Keep the radio and battery at a comfortable temperature to avoid
this. When not in use, keep the radio and its batteries in a warm location
like a jacket or sleeping bag. If you want to keep your battery warm and
maintain its charge, you can insulate it. A spare battery is a must in a region

prone to extreme weather.



9.2 How to Clean and Disinfect Your Two-
Way Radios

The two-way radio is vital for personal and professional short-range
communications during national disasters like pandemics. Maintaining
social distance and protecting personal space may help prevent the spread
of illness, and radios make this possible whether waiting for curbside

delivery or getting in-home care.

However, how are the radios doing? They should be cleaned and sanitized.
Absolutely! Preventative maintenance includes keeping your radios clean
regularly. In addition, they need sterilization before use, especially in
potentially contagious environments. This is particularly crucial while using
a radio close to one’s face or lips, as is the case when many people use a

single radio.

Think about it, that’s all. Another thing you could touch that might spread
germs is a portable radio or walkie-talkie. When you use the radio, you
expose it to germs or bacteria on your hands whenever you meet the
surface, buttons, face, or microphone. Repeatedly handing over the same

radio will illustrate my point.

In this case, the radios must be thoroughly disinfected after each shift or
use. This holds regardless of the context. It would help if you didn’t assume
you’re safe from being sick because of the people around you. If you want
to keep yourself and those around you safe, you should clean and disinfect

your radios regularly.



However, you can’t just stick the radio in the sink and scrub it for twenty
seconds as you would with your hands. When cleaning and sanitizing, a
two-way radio requires the same caution as any other electrical device.
There are certain things you can do with the radio, but there are also things

you cannot do that might put you or the radio in harm’s way.

Some radio equipment manufacturers, such as Motorola, Kenwood, and
Midland, provide maintenance instructions and recommendations with their
devices. Aside from a few minor adjustments, the guidelines remain the
same. However, remember that not all radio stations are the same. Some are
not very fancy since they have few buttons or no displays and have plain
speaker grilles and fixed antennas. Keyboards, displays, audio connectors,
outside battery connectors or devices, turning knobs, and so on may be

especially challenging to wipe because of their tricky designs.

Moreover, some leeway in the materials may be used to construct the radio
housings. Consumer-grade radios may employ lighter, lower-quality
polymers that don’t stand up well to frequent cleaning and liquid
treatments. Weatherproof and constructed for heavy use, commercial radios
are a solid investment. These days, most commercial and marine radios are
housed in waterproof and liquid-repellent casings. Several of Motorola’s
commercial site radios also have antibacterial technology. The antimicrobial
housings of these radios do slow the growth of germs and make them easier

to clean than otherwise.

How can you ensure that your two-way radios remain sterile? Before we
start, let’s examine some frequent blunders individuals make. The

restrictions are the most notable.



Don’t

Do

The radio should not be submerged in liquid.

Do not clean the device while charging.

Never apply liquids like cleaning solutions or sprays directly to the
radio’s surface.

Avoid using rough materials like metal brushes or those that seem too
sturdy. Please avoid using any abrasive or rough fabrics. Avoid harsh
detergents and sponges.

Avoid using harsh chemicals on the unit, such as bleach, solvents,
cleaning sprays, etc. These chemicals may stain the radio’s surface at
best, melt the plastics, and eat off at the radio’s surface at worst. It
would help if you didn’t use them since they may scratch or otherwise

harm the screens.

The radio must be silenced.

Before cleaning, take out the battery or battery pack.

It would be best to clean the plastic casing of a battery pack separately
from the rest.

If you can, take out the belt clip and wash it separately.

Before cleaning, remove any attachments, such as earbuds, headsets,
or hand microphones.

Remove your radios from heat sources and clean them in a well-
ventilated environment.

It’s best to keep your distance from cleaning products that emit vapors

or odors.



General Cleaning of the Radio

o Get rid of thick layers of dirt, muck, grime, stains, etc.

e Mix a water solution and mild dish soap (not over 0.5 percent
detergent by volume). Several manufacturers recommend distilled
water.

» Use a soft, non-abrasive cloth to apply the bleach solution to the
radio’s surface. Warning: Avoid getting any liquid on the radio’s
outside. First, dab it in the towel, and then use it to wipe off the radio.

e Get rid of the grime that has settled into the nooks and crannies of your
radio by using a short-bristled, non-metal brush.

e Remove moisture and dust from the radio’s surface with a clean, soft,
lint-free cloth.

e The radio’s metallic contacts, connecting ports, gaps, and crevices
must have all moisture eliminated.

e Do not try to attach batteries, charge, or use the radio until it has dried

completely.
Disinfecting Your Radio

e (lean the radio with 70%-80% isopropyl alcohol and a cotton cloth.
The effectiveness drops below 70%.

e Use a soft, non-abrasive cloth to apply the alcohol (isopropyl) to the
radio’s surface, and then wipe the alcohol off onto the radio itself.
Please keep it away from the radio itself.

e [t would help if you got into all the nooks and crannies to
professionally clean the radio.

e Some manufacturers recommend using an antimicrobial wipe to

prevent the radio from being completely submerged in fluid; however,



the wipe must be pressed to remove excess liquid before use.

The radio’s metallic contacts, connecting ports, gaps, and crevices
must have all moisture eliminated.

Do not try to attach batteries, charge, or use the radio until it has dried
completely.

Your radio is an effective means of communication, but it also has the
potential to attract bacteria and other germs. Radios should be cleaned
and disinfected periodically, whether used in a hospital, clinic,
warehouse, shop, restaurant, on water, on trial, in the cockpit, at home,
or in the field.



9.3 How to Maintain a Two-Way Radio Battery

.

Maintaining your batteries is the first step in maintaining your two-way
radio. Two-way radio batteries are easily forgotten; many workers place
their devices on a charger and forget about them until it’s time to use them
again. If you and your staff know how to prolong the life of a two-way
radio’s battery, you may reduce the frequency with which new batteries
must be purchased. Maintaining and conditioning your batteries regularly is

crucial to the longevity of your two-way radios.
Charge the Battery Before Using It

Overnight, your new battery should be charged. This process, known as

“initializing,” will let you maximize your battery life.



Only Charge Batteries When Empty

Employees who return their two-way radios to the station after each
workday should be strongly discouraged, regardless of their remaining
battery life. Only after the battery life of a worker’s two-way radio has been
completely depleted should it be placed on the charger. A two-way radio’s
battery may be conditioned to last longer and wear out more slowly by

charging it from the dead.

When properly cared for and conditioned, your two-way radios’ batteries
may last 18 months. They need to be replaced either when they stop being

effective or after 18 months have passed.
Take Batteries off the Charger When Full

What is the frequency with which one enters the room housing the two-way
radio charger for the batteries and is greeted by a dozen glowing lights, all
of which have been completely charged? Do you unplug them from power?
If you haven’t already, start. Overcharging the battery is of no benefit;

doing so might cause harm.

The trickle charge, automatic shutdown, and built-in conditioning of
Motorola IMPRES charging systems protect the batteries from overheating.
The charger’s two-line screen shows a battery’s serial number and
remaining charge percentage. The charger will flash an indicator light when
its efficiency falls below 60%. It will cut power after the battery is
completely charged, but we should watch it.

Motorola’s IMPRES batteries are made specifically for their MOTOTRBO

and APX radios. They are durable enough to survive up to 2 years in even



the worst conditions.



9.4 Store Batteries Properly

The correct storage environment is essential for the battery to maintain its
functionality while being stored. Battery storage requires attention to

temperature, humidity, charge level, and cleanliness.
Temperature

It’s important to keep your storage place dry and at a consistent
temperature. Fire danger exists when flammable materials are stored in a
heated environment or near a heat source, such as an oven. Cold storage

conditions increase battery discharge rates.
Humidity

Another point to think about while storing batteries is humidity. Constant
exposure to more than 60% humidity levels might negatively impact battery
life. The ideal humidity range for storing two-way radio batteries is thirty

and sixty percent.
Charge Level

A battery should be charged or discharged to 50% of its rated capacity
before storage. There will be some capacity loss during storage, but the loss
won’t be as severe if you maintain the batteries at a lower total charge. After
retrieval from storage, batteries should have any residual charge used up
before recharging. It will need a few more cycles to reach its previous

temperature.



Don’t forget to initiate brand-new, never-before-used batteries following
their first usage. Reusing previously-stored batteries requires a complete

discharge of their residual charge; no initialization is necessary.
Clean Area

Ensure there is nothing combustible near where you keep your two-way
radio batteries. Dust may accumulate after a long time in storage; wipe it
away with a damp, soft cloth. You might have to remove the battery supply

if you see any signs of chemicals.



9.5 Clean Batteries and Two-Way Radios
Regularly

Around the globe, first responders rely on two-way radios to communicate
in life-threatening situations. Dust, ash, and soil may contaminate the area
surrounding the battery or charger. Use a clean towel to wipe off the radios
and their batteries. Rub them down with 70% isopropyl alcohol if they have

any grease or liquid stains.



9.6 Only Charge Motorola Batteries in a
Motorola Charger

Use only the manufacturer’s charger to avoid damaging your Motorola two-
way radios. If you have a Motorola battery, don’t use a charger made for
another brand. Motorola two-way radio batteries and chargers use ever-
improving technology. Regarding reliability and ease of upkeep, IMPRES
batteries are among the finest on the market. Contact ERS Wireless if you
need help deciding which battery is ideal for your company or if you have

any queries regarding the care and maintenance of a two-way radio battery.



Chapter 10
Additional Resources

his chapter includes links to other websites and discussion forums

where readers may learn more about Baofeng radios.



10.1 Essential BaoFeng Radio Gear for
Tactical Communications, Emergency Kits,
and Vehicles

Some of the most well-known ham radios today are made by BaoFeng,
including the UV-5R and BF-F8HP. They cost as low as $25 each and may
be purchased in bulk for significantly less. Because of their low cost and

useful characteristics, they are common components of emergency kits and
plate carriers worldwide. Despite being mocked by ham radio enthusiasts,

they remain popular due to their low price and practicality.

When Reese Summers Jones recently had a diabetic seizure while climbing a
mountain far from mobile phone service, it was shown how helpful BaoFeng
radios may be. When he came, he called for help on his BaoFeng hand-held

radio and was quickly and safely rescued.



Your BaoFeng handi-talkie has everything you need to get started, including

the battery, belt clip, antenna, wrist strap, earphones, and charger.
BaoFeng Radio Accessories for Tactical Communications

Your bug-out communications could morph into tactical communications if

you’re in a situation that calls for it.

e Line-of-sight communications with close loved ones or trusted allies.

e Typically used for movement coordination and warning of impending
danger.

e Simplex, or station-to-station, meaning they only transmit in one way
(like a walkie-talkie).

A tactical communications strategy might be useful during a demonstration
or civil disturbance, an invasion by hostile troops, or even just a camping

vacation with the family.

e Tactical radio should be as simple as feasible to avoid
misunderstandings in high-pressure circumstances.

e Set to muffle sounds and dim lighting so your whereabouts don’t get
out.

e Prepped to operate with little user input.
BaoFeng Tactical Antennas

Let’s discuss the various tactical communications gear. I use a BaoFeng
without the bulky belt clasp and wristband since it fits perfectly in my plate

carrier. Despite its subpar antenna, the UV-5R is adequate for these uses (the



BF-F8’s is much better). The length of your arm is right for jabbing into the

face from above.

There is a wider variety of antennas if you need one for military use. The
Diamonds SRH805S is an extremely portable and compact antenna option.
Realistically, in a tactical setting, you may want to keep the signal close to

avoid interception, but the range of a short antenna is terrible.

A longer antenna, such as the Nagoya NA-771, would be on the opposite end
of the spectrum from the stock antenna. Regarding BaoFeng antennas, the
NA-771 is the one to beat. Signal sticks are another great choice since they
are bendable and can be tied into a loop, making them more compact and

suitable for carrying in a pouch or on an aluminum carrier.

In demonstration videos, men in military garb carry long, flat-folding
antennas such as the ABBREE 42.5-inch folding whip. Even though I own
one of them, I still like the NA-771. If you want it to be effective on the 2m

band, fold it back a little since it’s too long. And even then, it’s clumsy.

Many individuals who need to work with long antennas do so by attaching
them to a backpack or plate carrier and then using a relocation cable, such as
the ABBREE, to link the antenna to the radio. Although I dont think it>s

worth the hassle, knowing you have that choice is nice.

It’s important to remember that handi-talkies, including BaoFengs, are meant
to be held in hand, with the user’s body serving as a counterpoise for the
antenna so that they may be used hands-free. A quick “rat tail” of wire

attached to the antenna will take care of it.

Invest in a Disco32 vest-attached antenna system or another antenna made

specifically for weaving into an antenna carrier if you want to enter LARP



territory. They’re neat but out of most people’s price range. Keep in mind
that the BaoFeng requires an SMA adaptor and that it has a BNC connection.
That’s not awful, but BNC loses connection much more quickly than SMA.
Unlike the SMA connector, which must be unscrewed before removal, the
BNC twists and pulls out.

It’s simple to amass a variety of antennas since the market is flooded with

options. When looking for an antenna, keep the following in mind:

e Female SMA, or SMA-F, connectors are included on the BaoFeng
walkie-talkies. You will require an adaptor if the antenna’s connection
is not an SMA-M.

e [t would help if you had an antenna that operates in the 144—-145 MHz
(2m VHF) and 430—470 MHz (70cm UHF) frequency ranges.

o Several fake and low-quality antennas are available nowadays. Be

cautious while you’re out shopping.
BaoFeng Radio’s External Audio

You’re looking for a simple method of operating the radio. The earphone
included with BaoFeng radios is a simple push-to-talk model. Yes, they do
what they should, but not without discomfort. You may relieve some
aggravation by removing the cushioning above the ear insert. You now have

several earpieces, so always have one in your BOB if needed.

If you plan to use it, you should get something sturdier for your tactical gear.
This acoustic earpiece significantly improved over the stock and only cost a
few dollars more. The microphone and PTT buttons can be fastened to your

garment, making the soft earpiece more comfortable. The soft design of that



earpiece makes it ideal for use with earmuffs or other forms of hearing

protection.

It gets the job done, and it bothers me when people are nervous about losing
an earpiece while trying to put it on their plate carrier quickly, so they attach
a speaker microphone to the left shoulder strap. When you put on your plate
carrier, your tactical BaoFeng remains in a pocket, and your speaker mic
stays linked to the strap, so you are always prepared to communicate. The
negative is that the speaker may reveal your position or enable
eavesdropping. However, that’s a very improbable combination of
circumstances, and if you get to the point where they are legitimate worries,

you’ll switch from the shoulder mic to the headset.
Accessories for Go-Bags

Considerations change when packing a BaoFeng in a tote bag. While tactical

communications require the use of a radio, the primary reasons for using it



are different:

* You need a longer antenna to contact a faraway station for assistance.

[t would help to have a longer battery since you can’t predict how long
you’ll be on the go.

e Additionally, you’d want the battery to hold a charge eternally.

In contrast to my tactical radios, my bug-out radios are programmed with a
far wider range of frequencies, including those for weather stations,
emergency services, and ham wireless repeaters within a radius of fifty
miles. Your preference is for “slick” and “idiot-proof™ tactical radios, but
when it comes to bug-out radios, you want as many options as possible for

making emergency calls.

That’s why you want the longest range feasible for your signal. You could
leave an antenna on the radio, such as a Nagoya NA-771, but there are other
wonderful solutions for increasing your range, like the roll-up thin Jim
antenna that I use from Nelson Antenna. N9TAX is also known for

producing high-quality foldable antennas.

These antennas are compact and lightweight, making them ideal for keeping
in a purse or other carry-on. You’ll need something to throw a line into a
tree, such as a nut, a slingshot, some cordage, or a spool of twine. The next
step 1s to clip the antenna to your radio by tying a line to the loop at the end
of the antenna and running it as high as possible up a tree without touching

the tree or any other objects.



These antennas’ main drawback is that they can’t go anywhere with you.

They come in handy after establishing a base camp but are useless while on
the go. When it comes to power, the BaoFeng prolonged battery is an
excellent choice. The radio’s length is increased by a few inches to
accommodate the 3800 mAh battery, making it more substantial and more
comfortable to carry. The battery life is absurd. After leaving a radio on with
the extended battery connected for a week without realizing it, I discovered
it was still at 100%.

Both devices are identical BaoFeng models; however, the one on the left has
a larger battery, and the one on the opposite side does not. Still, the longest
runtime isn’t the highlight. Thanks to the extended battery’s DC barrel plug
connection, you may charge your radio without lugging about the large dock.
You may charge the radio from any appliance that has a USB port by
purchasing an adapter cable, which is available from BTECH. Your portable

power source may be a battery or solar panel.



A Neat BaoFeng Pouch

Many radio pouches are available, but our very own Tom Rader
recommended one that he loves: the ITS Military 10-4 Radio Pouch.

Remember that it can still fit a BaoFeng even with the larger battery.

One of its many great features is that it can be attached to PALS/MOLLE
webbing, a belt, or a shoulder strap. And when opened, it reveals the whole
radio’s interface. The radio may be taken out and used with little effort. If
you’re worried about dropping your radio, the ITS 10-4 Communication

Pouch comes with an additional lanyard and retraction mechanism.

Though I haven’t used it, it seems like a fantastic product. This is the only

radio pouch I’ve seen that interested me.



BaoFeng in the Vehicle

Although a dedicated cellular radio will provide superior performance in
your car compared to a hand-held device like the BaoFeng, you may still

utilize it.

An external antenna is the primary required component. Most radio
transmissions cannot penetrate the Faraday cage created by a moving
vehicle’s interior. The biggest and most powerful antenna I possess is the
Nagoya UT-72 that I have mounted on the roof of my vehicle. A magnet
ensures a secure hold on the roof. You can easily run the included coaxial
wire through a door; however, you may need to perform cable management
after getting it inside your home. An SMA-F pigtail converter is included,
although the antenna utilizes a PL-259 connection. Changing antennas is a

nuisance because of the SMA connection, so [ may invest in one of those

BNC adapters to make life easier.

A radio vehicle mount is another option to think about. I can’t suggest a

particular phone number, but I imagine they’re all OK. The speaker mic



might be useful for on-the-go communication in such a case.

The battery in your vehicle may power your radio, but with the BaoFeng
power eliminator, you won’t have to worry about draining it. It has a false
battery that can be plugged into your radio to be powered by the cigarette
lighter in your car. The main drawback is that you must remove the battery
and replace it with the eliminator every time you get in the vehicle, which

means it’s only practical for extended drives.

Another benefit of the BaoFeng long battery is that you can use any standard
USB cell phone charger to power your radio by just keeping an adapter for
the USB cable in your vehicle.



Conclusion

n this book, you explore the development of Baofeng Radio and its
many applications. Baofeng Radio has swiftly gained popularity as a
reliable, low-cost communication choice for various situations, from natural

disasters to daily commutes.

From researching Baofeng Radio’s background, you learned that the firm is
driven by a passion for innovation and a commitment to making
communication solutions accessible to everyone. Baofeng Radio had gone a
long way from its humble beginnings, when it supplied just a single model,
to the present, when it provides a plethora of radios equipped with state-of-
the-art features and functions to satisfy the needs of a diverse range of

clients.

You investigated the many Baofeng Radio models and found they all have
distinct features and capabilities. There are various Baofeng Radio types,
such as the compact and versatile UV-5R and the more robust and reliable
BF-F8HP. If you’re acquainted with a model’s capabilities, you can choose

one that works well for your needs.

Written with the reader in mind, this guide will stride you through the
whole lot you get to know to get your Baofeng Radio up and running. After
learning how to install the antenna, configure the desired frequency, and

navigate the interface, you should feel confident using your device.



Baofeng Radio’s functionality has been enhanced by exploring novel
approaches and components. Using the Baofeng Radio’s cross-band
repeater function, dual-watch features, and frequency scanning, you can get

the most out of your device and adapt it to various communication settings.

The real-world ramifications of this study have also garnered a lot of
interest. You have explored the many possible uses for Baofeng Radio,
including emergency communications, camping, large public events, and
amateur radio. Insights from experiences and suggestions have equipped
you with the knowledge and skills to make the most of your Baofeng Radio

1n various circumstances.

You looked at the various attachments and extras available for your
Baofeng Radio. You may customize your Baofeng Radio to your needs by
purchasing additional antennas, batteries, headsets, and programming

cables, among other things.

Whether you’re a survivalist in the wild, an outdoors person in the great
outdoors, or a ham radio operator with your fellow hams, a Baofeng Radio

can let you stay in touch when it matters most.

Putting these methods and ideas to practice will let you learn the most from
your Baofeng Radio. When setting off on a trip, it’s important to make
cautious use of radio communications and compliance with relevant laws

front and center.

Take part in Baofeng Radio’s exciting, constantly expanding industry.
Maintain your curiosity and need for knowledge in the face of frequent
disruption. Understanding and taking full advantage of Baofeng Radio’s

capabilities is becoming more crucial as the globe becomes more linked.



Glossary

Amateur Radio Operator (HAM): A person who has obtained a license to
use radio equipment for objectives other than commercial gain, such as

personal use, experimentation, or public service.

Analog: A signal or transmission in which gradual changes in amplitude or

frequency convey information.

Battery Saver: When there is no incoming signal, or the Baofeng Radio is

inactive, it will automatically enter a low-power mode to save battery life.

Carrier Squelch: As the received signal drops below a particular threshold,

Baofeng Radio’s audio output is muted as a kind of squelch.

CTCSS (Continuous Tone-Coded Squelch System): Adds a low-
frequency audio tone to the transmitted stream to selectively filter out
undesirable signals. The receiver only lets through the desired signal when

it hears the proper tone.

Dual Band: This means that a Baofeng radio can use both the VHF and
UHF bands or Very High Frequency and Ultra High Frequency at the same

time.

Frequency Range: The range of frequencies that may be sent and received
by Baofeng Radio. Model-specific, it can accommodate various VHF and

UHF frequencies.



FM (Frequency Modulation): Modulation of the carrier wave’s frequency
as a means of information transmission. The vast majority of Baofeng

Radios use FM modulation for voice transmission.

Memory Channels: The Baofeng Radio has memory slots where you may

save and remember commonly used frequencies or channels.

Power Output: The strength of the signal sent out by the Baofeng radio.
The transmission’s power level defines how far it can go and how strong the

signal is.

PTT (Push-to-Talk) Button: To initiate the transmission of speech or data
signals using the Baofeng Radio, click this button. The radio goes into

receiver mode when you let go of the button.

Repeater Offset: The frequency separation of the repeater’s broadcast and
receive channels. To prevent unwanted interference, it changes the

frequency of the sent signal.

Squelch: A mechanism that silences the Baofeng Radio’s audio output
without or in response to a weak signal, minimizing background noise and

enhancing the quality of any transmitted signal.

Transmit (Tx): Signals are sent from one radio or device to another using

Baofeng’s transmitter.

Transceiver: A single unit that may function as both a sender and a

receiver in a two-way communication system.

VFO (Variable Frequency Oscillator) Mode: A setting that lets you tune

and change frequencies on your Baofeng Radio via the VFO knob or



keypad.

VOX (Voice-Operated Exchange): The user may talk without pressing the
PTT button since the Baofeng Radio will immediately begin transmitting

when it senses sound.

Watt: The radio signal’s intensity is measured in watts. A common Baofeng

radio’s output power may vary from a few tenths of a watt to several watts.



Dear Valued Reader,

First and foremost, thank you. By choosing “The Baofeng Radio
Bible,” you haven't just purchased a book; you’ve unlocked a
treasure trove of knowledge that will serve you in countless
scenarios. Your trust in this guide is not just appreciated—it’s
honored.

As a token of gratitude, I’'m thrilled to offer you three exclusive
bonuses:

o« EXCLUSIVE EMERGENCY COMMUNICATION PLANS

« COMPREHENSIVE DIGITAL GUIDEBOOK ON ADVANCED
BAOFENG PROGRAMMING

« BAOFENG MASTERY: ADVANCED PROGRAMMING AND
OPTIMIZATION

To access these bonuses, simply scan the QR code below:



or tap on the button below:

GET MY BONUSES

Your journey to master the Baofeng Radio is important to us, and
your insights are invaluable. If this book has empowered you to
communicate with greater confidence and efficiency, please consider
sharing your experience. Your feedback supports the community and
guides others on their path to mastery. When you’re ready, leave a
review and let your voice be heard.



https://epibooks2023.aweb.page/baofeng-bonus-01

Thank you once again for your trust and commitment to excellence.
We’re excited to be a part of your Baofeng journey.
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